mha Visualizing the Future

IAdeaCare':'

User Manual

Updated: 2019/11/07



Table of Contents

 What's New?
« System Requirement
» Firmware Installation
« Account Setup

» Pairing Players
* Obtain Pairing Code
« Add Players to Account

« System Overview
* Player Summary
* Shapshot
* Firmware Update
* Basic Configuration
* Network Configuration

Proprietary & Confidential

« Troubleshooting
» User Activity
« Alert
» Share Player
* Reboot
Ticket Tracker
Alert Setting
License Management
* Add and Reallocate
What's New

*  Power Save

* Screen Saver
* Event Feeds
* Reports



System Requirement

 |AdeaCare web service

e To run IAdeaCare, the minimum browser version of the recommended
desktop computer browsers are:

* Google Chrome: 56
» Firefox: 38
* Microsoft Edge: 20

» Firmware versions that support IAdeaCare
« MBR-1100: v1.2.87.531 or later
« XDS-1072/1078: v1.2.86.532 or later
« XMP-6250/6400: v1.2.84.533 or later
* XMP-7300: v1.0.10.341 or later
« All Players Firmware 2.X.X ( Android 7.1) or later
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Firmware Installation

« If your player is running on an older version of firmware, please download
the latest firmware here and update the player by USB

 Download firmware

* Find the configuration page along “Basic Setting” -> “Advanced Setting” -> “System”
-> “Firmware Update”

» Update by USB
+ Select “Manually install package from USB drive”
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https://support.iadea.com/hc/en-us/categories/201723426-Firmware-Software-Download-

Account Setup

1. Enter https://care.lAdea.com to
your web browser

2. Type in your account email and
password to log in. If you don’t
have an account, click on “Sign
up” to create one

* Confirm that IAdeaCare is on the latest
Version and Release.

* v1.2.0-29 | Release: 2021/03/29
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EMAIL

|j johnny.chen@iadea.com ]

PASSWORD Forget?

Version: 1.2.0-29
Release: 2021/03/29




Pairing P|ayerS (Obtain Pairing Code)

Your player needs to be connected
to the internet in order to obtain its
pairing code

1. From the “Basic Setting” menu,
click on “Advanced Setting” ->
“System” -> “Remote

Monitoring” 3 uling QRemote monitoring
2. Toggle to enable “Remote i system
Monitoring” ® riay

3. The Pairing Code will appear in
a few seconds. This code will
be used to pair the player to
your account
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Pairing Playe I'S (Add players to the account)

1. Click on the “Add/remove
player” button Q Home

Add/remove devices 1Jatch actions ~ H < ‘ B | Y- ‘ L ‘ BECa®::s
2. Name your player(s) and 70T EE
enter the Pairing Code for ‘O I Cotb-ca0
each player e

. 7 L Home 5
3. Click “Pair —— 4 =][c][a | Hgo-‘

‘ 4 Device overview Manage shared devices Search by Device name ...

4. You can pair multiple 50

Status
players at once I S R P
@ XMP-6400 Default group Paired

5 ] CI iCk “ P I aye r OverVieW” to E 2 XDS-1088H Guess Default group - Paired
-_@} 3 WRP-1000H Telus

4 | |
return to home page : g o W o o
@__ 4 | | | Default group v | | Not pair @
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System Overview

 Home page provides the overview of all the players that are paired to
your account

o Q Home ©°

Addiremove Gevices Batch actions ~ L . Y- u .C-!im'

5O m_mm—m_

© SideTabs
P -6400 1293621 wry Default group -Home Page
A @ 21) “Settings Page
TR Troubleshoot Page
L iR X5 1088-A 22211 iohnny chen@adea com Detault groug -Ucense Page

= XDr5-3078 Tech © Account Info / Logout
_@ e &% jormny chen@iades com Detault group © Page Dashbosrd

O__ ] @ XDS 2288 Odfice porery chen@aces com Default group
- A= — XIS 1088H
iy J e XO5-1088-H 21339 ey chen@isdea com Default group
@ Onine U Duconsect @ Omine @ Cormecting @ Ervor BITYRER2 <« « 1 4
9
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Player Summary

» Clicking a player’s link takes you to its player summary page

Home

Add/remove devices || Batchactions =~ || & B | T~

D XMP-6400 (
2cc54803c62y )

XMP-6400

XDS-1088-A
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2 ECei

1.2.93.621

2.22-T1

TadeaCor”

© XMP-6400 | g™

Last screen capture time:

2020-12-04 16:31:26 -080(

[® Share device

s
'y

Activities

C Refresh

General

Device name
Model

Primary MAC
address

Content URL

Firmware version

APK version

Uptime

Device local time

Heartbeat

Warranty expiry

date
Network

Type

IP

Gateway

Netmask

johnny.chen@iad




Player Summary (snapshot)

« Find out what is currently playing on a player by looking at the snapshot
viewer. The snapshot updates regularly

» Click n to get the latest snapshot

5 General

...............

Netmask
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Player Summary (Update firmware)

* Remotely update players to the latest or your preferred firmware version
on the net by using the “Update firmware” button

C' Reboot X Update firmware = Basic -
Update firmware X

& Security ¥ Troubleshoot b Artivities Update method for device "XDS-1078" :
+/ Latest version Specific URL ‘
[ Share device P OTP Version : 2.2.3-112 Refresh
Release date : 2021/01/27
Detail :

1. New feature: support sleep option in power save mode. Device will now enter sleep mode if idle in basic configuration
page for more than 10min.

2. New feature: reinforce password length to be 4 and longer.
1 £ 4 - o LI LCT2DAD1 +. b A 1 +h, h1ICD

D Schedule update in future time
Update on 04/22/2021 starting at | 00:00 ¥ | | GMT -7:00 ~

| © Cancel || Next »
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P I ayer S umm ary (Basic configuration)

« Remote configuration on players is now available in IAdeaCare with the
“Basic configuration” button

Basic X

& Content
AppStart
QR code overlay
Screen off
Maintenance playback
Screen saver

& Schedule
Time

Reboot schedule

Device name

’ XDS-1078(2cc548012f98) l

Output resolution
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auto ¥

i o = Basic a5 Network
Display orientation

auto ¥ |
Volume (volume will be set to the nearest value the device supports) s Activities | E Alert

> O ®) 73%
Power save
Enter sleep mode when device idle more then |10 mins (1-300 minutes)
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P I ayer S umm ary (Network configuration)

* You can modify Ethernet or WiFi network setting in IAdeaCare.

« As the modification changes network connectivity, it will ask for

confirmation before applying the changes.

Network configuration

r et 3% Wi =

Enable Ethernet
Use static IP
["“"‘;vil"'

Gateway *
Netmask *
DNS 1 *

DNS 2

Network configuration

Nt =

-

Jpdate firmware ‘ = Basic

a5 MNetwork

lroubleshoot

JTP

‘ A Activities

& Alert
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Player Summary (Troubleshoot)

* Report problematic players through IAdeaCare by providing a description

of the symptoms, frequency in occurrence, and other important

information in “Troubleshoot”.

‘Esas

(" Reboot X Update firmware
& Security ¥ Troubleshoot B At
[#* Share device P2 aTp
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Troubleshoot
Subject
TroubleShoot Demo
Issue Description

Message delivers to |Adea Support

Frequen.

i | every

-]

Cancel H Next »
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Player Summary (User activity)

* You can find the player’s usage history in IAdeaCare by clicking the “User

activities” button

{ Reboot

X Update firmware

‘ = Basic

a5 MNetwork

& Security

& Troubleshoot

A Activities

& Alert

[#* Share device

P OTP
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Install firmware 2021-04-22 21:41:00 2021-04-22 21:48:07
Reload license 2021-04-22 21:15:18 2021-04-22 21:15:37

Last activity tracking time : 2021-04-22 22:06:45
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Player Summary (Share player)

* You can share players with others who require access to control
your player

C Reboot

X Update firmware

= Basic | a5 MNetwork ‘

& Security

& Troubleshoot

[#* Share device

P OTP
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b Aetivities | & Alert ‘

Add collaborators and set their authorities for XDS-1078

|Z| ’ clyde,wang@iadea.con{ ‘ | Editor I Viewer | Reset ‘

(Jeasic config (O Network config (J Firmware update (J Reboot (] Troubleshoot

+ New
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Player Summary (er seting)

* You can bind players to alert rules

« To set alert rules, see p.23-24

{ Reboot X Update firmware = Basic a5 MNetwork
& Security & Troubleshoot b Aetivities & Alert
[ Share device 2 OTP

Setting
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Alert | Report Policy LAN config tool  Access Key

Open alerts  Close alerts | Settings

| Create @ | | Edit & ‘ ‘ Delete @ ‘

Do not have any alert now. Click "Create” to create an

alert.

Choose a alert to inspect its detail content.
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Player Summary eboo

* You can reboot players remotely on IAdeaCare by clicking

johnny.chen@iadea.com - admin | Logout

General Refresh C
Player name : |AdeaDoor-A ( 2cc548024861 )
Model : XD5-1078
Primary MAC address : 2C:C5:48:02:42:61 ( Ethernet )
Content URL: https://sb.rx-cloud.com/ g htmiZiD=1

Firmware version : 12.91.624

APK version : 1.1.96

Uptime : 00:38:23

Player local time : 2019-11-07 14:34:57 -0800
Heartbeat : 2019-11-07 14:52:04 -0800

Reboot

Network
Type : Wifi @

n SSID : SixGoodGuys G

1P address : 192.168,11.130

Last screen capture time: 2019-11-07 14:40:04 -0800

Gateway : 192.168.11.1
 Reboot & Update firmware = Basic | & Network Netmask : 2552552550
DNS 1 : 192168111
& Security ‘ 3% Troubleshoot 4 Activities 8 Alert o
License | aai

[ Share device P o

" Type : standard

IAdeaCare

Expiration date : 2019-11-14 -0800

Proprietary & Confidential 18



Share Player
* You can co-work with other

IAdeaCare users to share

. ﬁ l Add/remove player o |||
management of players in i e e b e
10~ Y| vO Update firmware Search |
your account 5 o
1. Select players you want V) e deoor A | p—
- — 1 3% Troubleshoot
to Sha‘re I:@ |Z| © IAdeaDoor-8 ( [ Share player with ather accounts ADS-1
2. C“Ck “AdvanCed COntrOl” Last refresh time : 2019-11-07 16:42:34

-> “Share with other
|IAdeaCare accounts”
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Share Player

1.

2.

Enter the account you
want to co-work with

Specify their authority on
the selected players using
the check boxes or pre-
defined settings

After confirmation, the
invited co-worker can see
the player overview and
control the player with
their IAdeaCare account
under Managed shared
devices.

Please confirm the authorizations to share access of your devices :

XDS-1078

Share settings

New settings ( +) 1
Account clyde.wang@iadea.com
Permission 2
BasicConfig NetConfig FirmwareUpdate Reboot froubleshoot

‘ <« Prev H © Cancel H @ Apply ‘

Home

A Device overview Manage shared devices =
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Alert Setting

* You can create alert rules to notify
you when something goes wrong
so you handle it as soon as
possible

* Go to the “Settings” page -> click
“Alert email”

Setting

| Alert | Report Policy LAN config tool Access Key

Onen alerts  Close alerts ‘ Settings |

T

Do not have any alert now. Click "Create” to create an

alert.

Choose a alert to inspect its detail content.
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Alert Set“ng (Create alert rule)

1. Click “Create new rule” and start S 1 *

defining the rule aura | |
ert type i ~ 2

2. Name the rule and select the et £ ‘ w

behaviour you want to monitor ol b [[oun | shorec
Device name 3

3. Pick your criteria to recognize the “TrrsEEE O BT XMP-6400
behaviour and the frequency of its _ "~ | perrr—— G-
reportlng | 30 minute ~ 4 || O wre1000i{ 6 WRP-1000-L

4. Decide the monitoring period R O xos-1078 XDs-1078

5. Decide the reporting-to email Slitad

6. SE|eCt playeI’S Wthh fOIIOWS the ir:t;:zhd email(s) here by spliting with comma
rule of alert 5

If “Auto apply to newly paired players”is checked,

the rule V\ﬁﬁ) gutomatié/aﬁ)ly bindo all newly paired (split by comma or ‘)

players
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AI e rt S et“ N g (Alert Reporting)

Account access
- Account lockout

Device

command
- Task fail

Device status
SCEP enroll failed
Certificate expired
Time out of sync

Open alerts
- Acknowledge —————| Close alerts

- Unacknowledge

~

Resolved

J

Alert | Report Policy LAN config tool Access Key

Open alerts | Close alerts Settings

[ Acknowledged [ (& |

[_] 2021-03-24 18:36:30
C] 2021-03-24 18:30:03

N 2021-03-24 16:30:02

Device status SCEP alert - Device time out of sync

Offline - Group offline

Offline - paula_off Unacknowledge

total:3  « « 1 > =



Ticket Tracker

* You can track the status of your troubleshooting request in the
Troubleshoot Tab.

Ticket test

Title test Issue date 2021-03-11 14:10:53 -0800
Status Reported Start date 2021-03-11 14:11:04 -0800

Troubleshoot

Q Search ticket by subject.. C Refresh Frequency every day

Symptom playback crash Finish date 2021-03-11 14:12:03 -0800

test 2021-03-11 14:10:53 -0800 fest

@ DEBUG 2021-03-11 14:09:42 -0800

Track devices

8631b12b-2208-4186-b544- ‘

d5d7703d898d
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License Management

« Check the status of your license(s) to all your paired players in the license
management page

Contact our sales team at sales@iadea.com to purchase licenses for your players!

johnny.chen@iadea.com «

License

| 4+ Add license | | B Import license | | = Reallocate license | | Advanced filter * ~ |
@ Q | Search by device name ... ‘

Type: essential-bundle
] Demo 2022-04-10 o
Expiration date: 2022-04-10
Type: i
— () WRP-1000H - ype: premium
= @ Expiration date: 2021-07-20
Type: premium
(] xDs-1078 YPe: P!
@ —_ Expiration date: 2021-06-03
A= | O x0s-1088H Guess
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License I\/Ianagement (Add license)

1. Selectthe intended
player(s)
2. Click “Add license”

. Enter license key(s) to
the player(s) you had
selected

Proprietary & Confidential

License

@ Q|s rch by dev

&

Add License

“"Add\ eeeeee ‘ 2 port licel H-——’R allocate lics ||Ad ced filter * =
5

) WRP-10008

XDS-1078




License Management (realiocate license)

1. Click “Reallocate license”

to reassign licenses |Ljizrmse|bl o e @]
between your players P L
2. Select the target player
(V) WRP-1000H .
3. Select the Currently 43 2
Assigned to EL | @woswos
: CE Li X
4. Select the license you
Want to reaSSIQn N the Transfer license(s) to : Rem
license table and Click ~
Up Arrow to apply onto |2 @
the target player Transfer license(s) from : 3
5. Click “Next” to apply the
change

’ © Cancel ’rxt » ‘
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New Updates

Power Save
Screen Saver
Event Feeds
Reports

New Color Theme, minor bug fixes and optimize service
performance.
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Power Save

& Content

AppStart
QR code overlay
Screen off
Maintenance playback
Screen saver

& Schedule
Time

Reboot schedule

YN

Power Save allows the device to enter “sleep mode” when idle time is
reached to reserve power. The feature will go into power save if left in
Basic Settings or Android Settings. The device will not go into power

Device name

‘ Admin Pair - 1616499429(2cc548010bcd) ‘

Output resolution

auto v

Display orientation

0~

Volume (volume will be set to the nearest value the device supports)

ax o () ) 47%
Power save
Enter sleep mode when device idle more then |30 mins (1-300 minutes)

Power save feature is also available in Batch actions and Policy




Screen Saver

» Screen Saver allows the user to display an image from a hosted server
when the player is idle for the set time.

Basic X

Screen saver

& General
-
@ Content . .
Device goes screen saver after| 30 v | minutes
AppStart Screen saver content
QR code overlay Content URL
Strean ot ‘ http://www.yourfurﬂcom/test.)pg
Media type
Maintenance playback - -
image/jpg ¥
Screen saver

& Schedule

Time

Reboot schedule

[0 and * Screen saver feature is also available in Batch actions and
Policy

m » Supported media type: .jpg/.png/.eml




Event Feeds

* Event Feeds is a Log of all events that have occurred within the account.
The Filters option allows the user to search the logs for events that fit
within the parameters. Export will export search results to a Excel file.

Filters e
michellelin@iadea.com v

Event feeds

Event logs | Device activities

Search in subject Search

@ Event : 84 events selected = | | Time range : 2021-03-08 22:30 ~ 2021-03-24 24:00~  Severity: All =

Occurrance time =

Admin has updated firmware (2.2.3-112) on

E@} 2021-03-23 19:55:20 System admin activity © Update firmware device Jorgens skeermé] Expo rt
2021-03-23 19:39:38 Account access 0 Login michelle.lin@iadea.com login
@-_ 2021-03-23 19:39:24 Account access Login failed michelle.lin@iadea.com login failed butto n
A-_ 2021-03-23 19:39:18 Account access Login failed michelle lin@iadea.com login failed
2021-03-23 19:0847 Account access 0 Login michelle.lin@iadea.com login
2021-03-23 18:19:52 Notification management O Send weekly report Send weekly report - 2021-03-23
2021-03-23 18:18:08 Notification management Send weekly report - 2021-03-23
2021-03-23 18:13:54 Netification management @ Send weekly report Send weekly report - 2021-03-23
2021-03-23 18:13:16 Device task © Update firmware Create task on [Jergens skaerma] -- Update

firmware

2021-03-23 18:1147 Notification management © Send weekly report Sandwaakl 20210

O e s @ e Device task has the link to task detail.

YN



* Login

* Pairdevice

e Create group

- * License reallocation
* Share device

* Alert rule management

* Reboot

e Update firmware

e Basic configuration

* Change device password
* Update IAdeaCare APK

e Clear cache

* SCEP enroll status
e Certificate about to expired
* Device time out of sync

* Change device setting

* Change network setting
* Update config file

* Update device password
e Transfer ownership

e  Pair/unpair device

e Share device
e SCEP enrollment/renew

Event logs

Account access

Device registration
Device management
License management
Notification management
Device task (existed)

System admin activity



Report — Settings

» Configure the settings to be included in the report. Enable a weekly
subscription email of the report to be sent to the designated emails.

michelle.lin@iadea.com ¥

ﬁ Setting
Alert Report‘ Policy LAN config tool Access Key

@ All reports | | Settings

Subscribe weekly report I

@ Good network evaluation : % devices uptime is over %
iration warning : arT:

Delir to : (split by comma)

Subscribed: Server generates the weekly report every Sunday.

YN




Report — All Report & Content

Setti

Alert |

All repori

2021-0
2021-0:

2021-0:

{2
0k
6
©

2021-0,

—

2021-0:

PO

2021-0.

2021-0.

Date: 2021-03-14 ~ 2021-03-20
Quick Summary

Report items Status

Overall device network

health: 50% devices uptime over 50%

27% need renew soon

Warranty status tracking: O wararity eidred

N/A license need renew
License status tracking: 100% of devices without valid
license

Evaluation | Suggestion

The device network uptime is within or better than threshold

Good
value.

Warning  Renew warranty before it expired.

There is no device license approaching its expiration date. No

Good e =
action is required,

Errors that need attention

Date Tasks
2021-03-15 Account lockout
. 2021-03-15 Install software failed
' 2021-03-16 Device offline
‘ 2021-03-16 Device time out of sync

Warning messages

Failed devices
1

1

23

1

Affected devices
2021-03-17 Delete alert rule 3
2021-03-17 Delete group policy 1
2021-03-17 Login failed 4
2021-03-20 Approaching expiration (renewable) - warranty 3
2021-03-20 Approaching expiration - license 4
]

paula.kuo@id

[ i |

16
16
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