
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 

114, 3F, No. 21 
Ln. 168, Xingshan Rd. 
Neihu Dist., Taipei, Taiwan 

20 Fairbanks,  
Ste, 170 Irvine, CA 92618 
California, U.S.A 

TECH DOC 

Date 

4/8/2020 

REST-API Guide 

Version 1.0.1 

Taiwan America 



 

Copyright©2019 IAdea Corporation 1 

REST-API Guide 
 

 

Developer Guide 

Introduction 
You may push SMIL scripts and media files into a player using a REST API as documented in the attachment.  
 
IAdea firmware contains several Android architectural improvements to make IAdea devices robust to operate 24/7 with your 
APP. This guide provides all resources needed to get your APP up and run on IAdea devices as well as provide you some next 
steps options that can potentially provision your APP out of factory to save tremendous effort for large quantity deployment. 
 

Software requirements 
• Restlet client extension tool or REST API client of your choice 
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Naming 
➢ The REST API can be accessed via prefix  

 
 http://(device_ip):8080/v2/  
 
appended by API call. For example, for API  
 
POST oauth2/token 
 
the actual HTTP request should be sent to (device_ip) at port 8080, with content similar to:   
 
POST /v2/oauth2/token HTTP/1.1 
Host: (device_ip) 
Content-Type: application/x-www-form-urlencoded;charset=UTF-8 

 
grant_type=password&username=... 

 
 

  

http://(device_ip):8080/v2/
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Authentication 
➢ Oauth2/token 

➢ Description: Turn on /off 
➢ Http request: POST 
➢ Input: multi-part form 

 

Parameter Function 

grant_type Must be the string "password" 

username User name requesting access, admin by default 

password 
The password configured on player. Leave this field 
empty by default. 
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➢ Output: JSON 
 
 
 
 
 
 
 
 
 

Using Access Token 
• Access token must be sent in the access_token query parameter or an Authorization: Bearer HTTP header. 
• Request with query parameter GET /v2/path/resource?access_token=access_token HTTP/1.1 HOST: player_ip 
• Request with HTTP header GET/v2/path/resource HTTP/1.1 HOST: player_ip Authorization: Bearer access_token 

  

Parameter Function 

access_token Authorization token for further API access 

token_type Always "Bearer" 

expires_in 
Number of seconds before access_token expires. If this field is returned as 
an empty string, then the access token does not expire. 
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➢ Practical: Get the token of device 
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Media Transfer 
➢ Media Transfer- POST files/new 

➢ Description: Create a file under http://(device_ip):8080/user-data download path 
 

➢ Input: JSON or multi-part form 
 

Parameter Function 

downloadPath Path of file, must start with prefix /user-data/ 

fileSize Size of file; if provided file can be uploaded in separate chunks 

data File encoded in multipart/form-data 

Etag 
(Optional) User-supplied unique string for version identification; 
default empty string 

mimeType (Optional) MIME type of the file; default empty string 

modifiedDate 
(Optional) ISO8601-encoded date time string indicating modified 
date time; default empty string 
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➢ Output: JSON 

 

Parameter Function 

id String for identifying the file in subsequent operations 

downloadPath Path of file to append after http://(device_ip):8080 

fileSize Size of file 

Etag Unique string for version identification 

mimeType MIME type of the file 

modifiedDate 
ISO8601-encoded date time string indicating modified date time; default 
empty string 

transferredSize Size uploaded into the player 

Completed Boolean (true or false) indicating whether file upload has completed 

 
 
  

http://(device_ip):8080/
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➢ Practical: Upload the file to device 
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➢ Media Transfer- GET files/id 
➢ Description: Get file information 
➢ Input: None 
➢ Output: JSON 
➢ Practical: Get file information by ID 
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➢ Media Transfer- POST files/id 
➢ Description: Get file information 
➢ Http request: POST 
➢ Input: JSON or multi-part form 

 
 

➢ Output: JSON 
  

Parameter Function 

seek (Optional) Offset from beginning of file to replace data. Default 0 

data (Optional) File encoded in multipart/form-data 

downloadPath Path of file, must start with prefix /user-data/ 

etag 
(Optional) User-supplied unique string for version identification; 
default empty string 

mimeType (Optional) MIME type of the file; default empty string 

modifiedDate 
(Optional) ISO8601-encoded date time string indicating modified 
date time; default empty string 
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➢ Practical: Get file information by ID 
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➢ Media Transfer- POST files/find 
➢ Description: List files on the system 
➢ Input: JSON or multi-part form 

 

Parameter Function 

maxResults (Optional) Max number of file records to return 

pageToken (Optional) Continuation record 

query (Optional) Reserved 

 
➢ Output: JSON 

 

Parameter Function 

nextPageToken null of an identifier for report continuation 

items Array of FileResource structures 
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➢ Practical: List the file in device and set maximum to 500 
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➢ Media Transfer- POST files/delete 
➢ Description: Delete a file 
➢ Input: JSON or multi-part form 

 

Parameter Function 

id ID string of file returned by files/new 

 
➢ Output: JSON  

 

Parameter Function 

null null 
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➢ Practical: delete the file by ID 
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Playback 
➢ Playback- POST app/exec 

➢ Description: Play Content once 
➢ Input: JSON 

 

 
  

Parameter Function 

uri Location of content. May be http://localhost:8080/v2/user-data/... 

packageName Android package to launch 

className Android class name 

action Android action 

type (Optional) Android intent type 

extras (Optional) Array of Android intent extra parameters 
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➢ Output: JSON 
 

 
  

Parameter Function 

Uri Location of content. May be http://localhost:8080/user-data/... 

packageName (Optional) Android package to launch 

className (Optional) Android class name 

Action (Optional) Android action 

Type (Optional) Android intent type 
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➢ Practical: Play the content set in URL 
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➢ Playback- POST app/start 
➢ Description: Play Content once 
➢ Input: JSON 

 
 
 
 

  

Parameter Function 

uri 
Location of content. May be http://localhost:8080/v2/user-
data/... 

packageName Android package to launch 

className Android class name 

action (Optional) Android action 

type (Optional) Android intent type 

extras (Optional) Array of Android intent extra parameters 
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➢ Output: JSON 
 

Parameter Function 

uri Location of content. May be http://localhost:8080/v2/user-data/... 

packageName Android package to launch 

className Android class name 

action (Optional) Android action 

type (Optional) Android intent type 
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➢ Practical: Set the default content 
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➢ Playback-POST app/switch 
➢ Description: Switch to play default Content 
➢ Input: JSON 

 

Parameter Function 

mode Set to "start" to play default content 

ifModifiedSince 
(Optional) Switch to content if it is modified after this ISO8601 

date/time 

 
➢ Output: JSON 

 

Parameter Function 

uri 
Location of content. May be http://localhost:8080/v2/user-
data/... 

packageName (Optional) Android package to launch 

className (Optional) Android class name 

action (Optional) Android action 

type (Optional) Android intent type 
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➢ Practical: Switch to play the default content 
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➢ Playback- POST v2/task/notify 
➢ Description: Network event Trigger 
➢ Input: JSON 

 

Parameter Function 

smilEvent foo 

 
➢ Output: none 
➢ Note: if user needs more than one trigger,  please use different name of function e.g. foo1,foo2…etc. 
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➢ Practical:  
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Hardware Management 
➢ Hardware Management- POST hardware/display 

➢ Description: Turn on/off display 
➢ Input: JSON or multi-part form 

 

Parameters Function 

Id the display id ,always set to "0" (refer to number zero) 

Power Set to "on" to turn on display ; Set to "standby" to turn off display 

 
➢ Output: JSON 

 

Parameters Function 

Id the display id. 

Power return current display setting. 
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➢ Practical: Turn off display 
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➢ Practical: Turn on display 
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➢ Hardware Management- POST hardware/rs232 
➢ Description: Send serial command through RS232 port. 
➢ Input: JSON or multi-part form 

 

Parameters Function 

baudrate the external RS232 device baud rate setting, e.g. 9600,38400,115200. 

repeatCount set default(global) repeat count, defines how many times user like to 
repeat sending the RS232 command 

repeatInterval 
set default(global) repeat internal while repeat sending RS232 commands 
if configured 

controls defines individual control id and its correspond RS232 command, 
repeatCount and repeatInterval. When repeatCount and repeatInterval 
not defined, default setting will be appliedE.g. 'controls':  player only 
receive hexadecimal code with end character.   
[{'id':'display.power.on','command':'38 39 39 73 21 30 30 
31','repeatCount':'2','repeatInterval':'200'}, 
{'id':'display.power.off','command':'38 39 39 73 21 30 30 
31','repeatCount':'1','repeatInterval':'500'}]} 
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➢ Output: JSON 
 

Parameter Function 

controls returns the control id configured 

repeatInterval return the repeat interval configured 

repeatCount return the repeat count configured 

baudrate return the baud rate configured 
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➢ Practical: send serial command through RS232 port 
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➢ Hardware Management- POST hardware/light/ 
➢ Description: Control GPO through GPIO board and light bar on digital signboard 
➢ Input: JSON or multi-part form 

Parameter Function 

Name name for touch buttons: touchButtonN where N = A, B, C, X, Y, Z, L1, L2, R1, 
R2, … 
name for general purpose output: GPOn where n = 0, 1, 2, 3, …  
name for LED light-bar on digital signboard: frame 

Brightness brightness level: 0...1, set to "0" to turn off light(GPO) ; set to "1" to turn on 
light(GPO). 

Color color string is common HTML color value, 6-digit hex color code : 
“#RRGGBB” ; To turn off LED, set color code as "#000000".If the digital 
signboard supports only 12 bit color input, such as IAdea digital signboard 
XDS-1078, signboard will return the supported color code. For example, if set 
"#FF0000", device will return "#F00000". 

 
➢ Output: JSON 

Paremeter Function 

Id return interface id 

Name return interface name 

Brightness return brightness level 

Color return color value if available 
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➢ Practical: Turn on light bar on digital signboard. 
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➢ Hardware Management- POST hardware/videoOut 
➢ Description: Control HDMI-out settings on device 
➢ Input: JSON or multi-part form 

 

Parameter Function 

id the display id ,always set to "0" (refer to number zero) 

rotation Rotation-string: “0|90|180|270” (rotate specified degrees clockwise ) 
Rotation-string: “auto” ( rotate according to accelerometer ) 

format The resolution setting on device 
MBR-1100, XMP-6250/6400, XDS-1078 support: 
AUTO/CEA_480P60/CEA_576P50/CEA_720P60/CEA_720P50/CEA_1080P60/CEA_1080P50 
XMP-7300 support: 
AUTO/CEA_480P60/CEA_576P50/CEA_720P60/CEA_720P50/CEA_1080P60/CEA_1080P50/CEA_2160P60/CEA_
2160P50/CEA_2160P30 

margin The space around content to compensate display’s overscanning  
Value: “{number}%” or “{number}px”  

cecEnabled True: Enable CEC, False: Disable CEC 

hdcpEnabled True: Enable HDCP, False: Disable HDCP 
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➢ Output: JSON 
 

Paremeter Function 

Id return display id 

Format return the solution settings 

Margin return the space around content  

Rotation return screen orientation setting 

cecEnabled return CEC status 

hdcpEnabled return HDCP status 
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➢ Practical: The HDMI-out settings on device 
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➢ Hardware Management- - POST hardware/audioOut 
➢ Description: The sound level on device 
➢ Input: JSON or multi-part form 

 

Parameter Function 

id the display id ,always set to "0" (refer to number zero) 

masterSound
Level 

 soundLevel: “mute” or “0.0..100.0%” or  0..1.0 or  -number..0dB  
 Note: All numbers are in logarithmic scale, i.e. no logarithmic function should 
be applied to these numbers 

 
➢ Output: JSON 

 

Paremeter Function 

Id return display id 

soundLevel return  value of sound level 
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➢ Practical: Set the sound level on device 
 

 



 

Copyright©2019 IAdea Corporation 41 

REST-API Guide 
 

 

Developer Guide 

➢ Hardware Management- how to send hardware REST-APIs Without access token 

➢ For the RESTAPIs under hardware management, you can use them without getting the token in 
advance.   This method is limited to use in the HTML or Android app which will run on IAdea 
device. 

➢ The examples to call the REST-API of light bar on XDS-1078 without access token. 
1. Leave the token to be blank.  Sample Code Download  
    POST http://localhost:8080/v2/hardware/light?access_token= 
2. Remove  ‘?access_token =‘ from command. Sample Code Download  
     POST http://localhost:8080/v2/ hardware/light 

➢ Supported model and firmware version: 
➢ MBR-1100 & XMP-6200  (TBC) 
➢ XMP6250 & XMP-6400 (1.2.93.621 or later) 
➢ XDS-1078 (1.2.91.624 or later) 

 
 
 

 
  

https://s3.amazonaws.com/download.us.iadea.com/support/Support_site/Knowledge_Base/REST-API+Sample+Code/index_blank.zip
https://s3.amazonaws.com/download.us.iadea.com/support/Support_site/Knowledge_Base/REST-API+Sample+Code/index_blank.zip
https://s3.amazonaws.com/download.us.iadea.com/support/Support_site/Knowledge_Base/REST-API+Sample+Code/index_blank.zip
https://s3.amazonaws.com/download.us.iadea.com/support/Support_site/Knowledge_Base/REST-API+Sample+Code/index_blank.zip
https://s3.amazonaws.com/download.us.iadea.com/support/Support_site/Knowledge_Base/REST-API+Sample+Code/index_RemoveToken.zip
https://s3.amazonaws.com/download.us.iadea.com/support/Support_site/Knowledge_Base/REST-API+Sample+Code/index_RemoveToken.zip
https://s3.amazonaws.com/download.us.iadea.com/support/Support_site/Knowledge_Base/REST-API+Sample+Code/index_RemoveToken.zip
https://s3.amazonaws.com/download.us.iadea.com/support/Support_site/Knowledge_Base/REST-API+Sample+Code/index_RemoveToken.zip
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System Management 
➢ System Managment- POST task/importConfiguration 

➢ Description: Import new configuration to player 
➢ Input: JSON or multi-part form 

 

Parameter Function 

userPref new configuration object ex. {"userPref": [ {"name": "string", "value": 
"string" },{...} ] } 
Parameter refer Device_configuration 

 
➢ Output: JSON 

 

Parameter Function 

commitId return the ID to be committed when commitConfiguration 

userPref return newly imported configuration 

restartRequired true/false , if restart is required for changes to take effect, restartRequired 
is true 

 
  

http://www.a-smil.org/index.php/Device_configuration
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➢ Practical: Import new configuration to player 
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➢ System Managment- POST task/commitConfiguration 
➢ Description: Commit new configuration to player 
➢ Input: JSON or multi-part form 

 

Parameter Function 

commitId the ID returned when importConfiguration 

 
➢ Output: JSON 

 

Parameter Function 

commitId return the ID just committed 

restartRequired true/false , if restart is required for changes to take effect, restartRequired is 
true 
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➢ Practical: Commit configuration to new player 
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➢ System Managment- GET task/exportConfiguration 
➢ Description: Get configuration from player 
➢ Input: JSON or multi-part form 

 

Parameter Function 

null null 

 
➢ Output: JSON 

 

Parameter Function 

userPref return the player configuration { "userPref":[{"value":"", 
"value";""},{...}...] } 
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➢ Practical: Get configuration from player 
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➢ System Managment- POST/ task/reboot 
➢ Description: Reboot player immediately 
➢ Input: JSON or multi-part form 

 

Parameter Function 

Null Null 

 
➢ Output: JSON 

 

Parameter Function 

Null Null 
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➢ Practical: Reboot player immediately 
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➢ System Managment- GET task/screenshot 
➢ Description: Get screenshot from player 
➢ Input: JSON or multi-part form 

 

Parameter Function 

Authorization Verify correctness of player’s “"token_type”&” access_token”  format 
as below  
“Bearer player’s access_token”  

 
➢ Output: JSON 

 

Parameter Function 

Null Null 

 
  

Notice: There is a space between 
“token_type” and “access token” 
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➢ Practical: Get screenshot from player 
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➢ System Managment- POST app/settings/com.iadea.console/new 
➢ Description: Add time server configuration 
➢ Input: JSON 

 

Parameter Function 

Settings new setting object ex. {"settings": [ {"name": "autoTimeServer", "default": 
"ntp://host{:port}" } ] }  
"name" : must be autoTimeServer  
"default" : default | ntp://host{:port} set to default player synchronize time 
with pool.ntp.org, otherwise synchronize with specified ntp host 

 
➢ Output: JSON 

 

Parameter Function 

Value return the default value configured above 

Name return name 
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➢ Practical: Add time server configuration 
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➢ System Managment- POST app/settings/com.iadea.console/update 
➢ Description: Update time server configuration 
➢ Input: JSON 

 

Parameter Function 

Settings  new setting object ex. {"settings": [ {"name": "autoTimeServer", "value": 
"ntp://host{:port}" } ] }  
"name" : must be autoTimeServer "value" : default | ntp://host{:port} 
set to default player synchronize time with pool.ntp.org, otherwise 
synchronize with specified ntp host 

 
➢ Output: JSON 

 

Parameter Function 

Value return the default value configured above 

Name return name 
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➢ Practical: Update time server configuration 
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➢ System Managment- POST security/users/admin 
➢ Description: Update device password 
➢ Input: JSON 

 

Parameter Function 

Password String 

 
➢ Output: JSON 

 

Parameter Function 

Name return admin by default 
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➢ Practical: Update device password 
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System Information 
➢ System Information- GET system/firmwareInfo 

➢ Description: Get firmware information from player 
➢ Input: null 

 

Parameter Function 

Null Null 

 
➢ Output: JSON 

 

Parameter Function 

firmware 
version 

Device firmware version information 

family Product model family , such as "AML8726M3-ADAPI" 
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➢ Practical: 
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➢ System Information- GET system/modelInfo 
➢ Description:  Get player model name and other manufacturer use only information 
➢ Input: null 

 

Parameter Function 

Null Null 

 
➢ Output: JSON 

 

Parameter Function 

modelName Device model name 
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➢ Practical: Get the system information on device 
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➢ System Information- GET android.net.wifi.WifiManager/isWiFiEnabled 
➢ Description: Get Wi-Fi enable/disable information 
➢ Input: null 

 

Parameter Function 

Null Null 

 
➢ Output: True/False 
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➢ Practical: Checking WiFi Status 
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➢ System Information- GET android.net.wifi.WifiManager/get ConnectionInfo 
➢ Description: Get Wi-Fi information 
➢ Input: null 

 

Parameter Function 

Null Null 

 
➢ Output: JSON 

 

Parameter Function 

BSSID BSSID 

detailedState Detailed State 

hiddenSSID Whether SSID is hidden 

ipAddress IP Address 

linkSpeed Link Speed 

macAddress MAC Address 

networkId Network ID 

rssi RSSI info 

SSID SSID 

supplicantState Supplicant State 
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➢ Practical: Get the information of network connection 
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➢ System Information- GET android.net.ethernet.EthernetManager/getSavedEthConfig 
➢ Description: Get Ethernet information 
➢ Input: null 

Parameter Function 

Null Null 

➢ Output: JSON 

Parameter Function 

dnsAddr Returns the DNS 1 and DNS 2 in Static IP settings 

netmask Returns net mask Address in Static IP settings 

connectMode Returns ‘DHCP’ or ‘manual’(Static IP) 

ipAddress Returns the IP address in Static IP settings 

ifName Returns the interface name from the saved configuration 

 
 
 
 
  

Note. The parameters listed above except connectMode are all for Static IP. 

If device is via DHCP, you will see connectMode: DHCP, then please go next command 

GET android.net.ethernet.EthernetManager/getDhcpInfo 
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➢ Practical: Get the Ethernet information of network connection via Static IP 
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➢ System Information- GET android.net.ethernet.EthernetManager/getDhcpInfo   
➢ Description: Get Ethernet information (via DHCP) 
➢ Input: null 

Parameter Function 

Null Null 

➢ Output: JSON 

Parameter Function 

dns1 Returns the IP address of DNS 1 

dns2 Returns the IP address of DNS 2 

leaseDuration 
Returns the duration that a device reserves an IP address on 
your network. 

serverAddress Returns IP Address of DHCP server 

gateway Returns the IP address of gateway 

netmask Returns Net mask Address 

ipAddress Returns the IP address of IAdea device 

 
 
  

Note. After getting the info, you’ll have to convert IPV4 to string.  To convert IPV4 to string, 
please refer this article  : https://gist.github.com/werbet/2643813 
  

https://gist.github.com/werbet/2643813
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➢ Practical: Get the Ethernet information of network connection via DHCP 
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Content Security Policy 
 

➢ As a developer you can specify the Content Security Policy through a HTTP response header 
called Content-Security-Policy. 

 

➢ To allow inline scripts and all scripts loaded from IAdea players, please whitelist 
http://localhost:8080 to your web application. 
 

➢ For further information about Content Security Policy, please refer to the page below. 
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP 
 
 

 
  

http://localhost:8080/
http://localhost:8080/
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
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