User Manual

Date
2024-Jan

IAdeaCare
User Manual
1.6.0

America

20 Fairbanks,
Ste, 170 Irvine, CA 92618
California, U.S.A

Taiwan

114, 3F, No. 21
Ln. 168, Xingshan Rd.
Neihu Dist., Taipei, Taiwan




.. IAdeaCare User Manual

Iadea

Table of Contents

1. OVEIVIEW .ttt bbb £ £ bR E £ b b et bbbttt b b e s 3
2. SYStEM REQUINEMENTS ....ciiiieeieiecreeie ettt et se et e e e e s e se s ese e s seneesesensnsenensens 4
MiNiIMUM SYSTEM FEQUITEMENTS ..ottt et enesaenean 4
3. ACCOUNT SETUP PrOCESS. ...ucuiieeiietiiriee ettt ettt e st e st se st e e se e ssese s e senessanessesesseseensens 5
A, UL OVEIVIEW ...ttt ettt ettt b bt £ st £ bbb bttt bttt 7
4.1 Main DashbBOard........o ettt 7

L TNV o] o I O o = oV TS 7

I T Tl S 9
LI T =3RS 11
o 10 ] oS 12
L= TR I TS 13
BatCh ACHIONS ... 17
HOME SHOMTCULS.......e e 18
Device DashbOard........ e 22
[AAEACArE FUNCHIONS ...ttt 24
REGISIIATION .ottt ettt e et e e s ae s beeaeesesbeeseeasensesteeseensansenseenes 36

P Ol CY ettt et e st e b bt et et e beeae et e teebeeaeeteateeteeatetenteeneeatetenas 37

4.3 NOTFICALIONS ... 42
AALEIE SEHLING ettt ettt e ettt e st e e be e st et e teeae et e ebeeseeaeenteeseeseensensenseenean 42

=T oo OSSOSO 48

4.4 TroUBLESNOOT. ... 51
TroubleSNOOtING Page.....o ettt ettt ettt a et e ae e e naenas 51

Y IR o= o OSSPSR 52
o [o I =T g =TRSOOSR 52

Ta Y oYoT ol I Lol =T o =Y <Y UTROSO 54
REALLOCATE LICENSE ...ttt 56
AAVANCEA FILEET ...t nenenenas 56

B.6 EVENT FEEAS...ee et 57
Y=Y o ol I o SR 57
DVICE ACTIVITIES ...ttt e et ee e b s e e e e nenas 59

5.7 MiISCELLANEOUS ...ttt ennes 61

Copyright©2024 |Adea Corporation 1



-I "

IAdeaCare User Manual

2 SN Ao o 1T R o o R STRR 61
AACCESS KBY ..ttt ettt b et e et ae b e £ et et aeeae et et et aenteneeneeneenenaens 62
LTS T =1 1 (=Yg o 1=V ololo 10 1o 1 T 66
Creating ENterpriSe ACCOUNT ..ottt nae s nennas 67
Expiration mechanism of enterprise aCCoUNT.......cccoiiiiereieeree e 68
[T o P11 T o= T 1TSS 68
LOGIN POItal / SSO....uiieieeeeee ettt s e s s s s se s s s s esesn s e nnnsenas 68
2o [ 0011 TSSOSO 69
o] oLV =1 o TSRO 84
App Management policy (Exclusive to enterprise account).......cccceeeeeeeceeeereceeceeeereeneneee. 85
Certificate Management policy (Exclusive to enterprise account)......cococeeeeeereeveceeeenennee. 86

Copyright©2024 |IAdea Corporation



- .. IAdeaCare User Manual

1. Overview

Managing your players is no longer a complicated task. With IAdeaCare, you are now able
to remotely monitor and configure your player’s settings from the ease of your internet
browser. IAdeaCare allows for easy set up and pairing of your players in or outside of your
network to connect. Once players are paired with your account, all the remote features,
functions, and settings that once required you to physically configure the player are now
available remotely.

Player Management made easy with IAdeaCare:

Copyright©2024 |Adea Corporation 3
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2. System Requirements

Minimum system requirements

CPU e 2.6 GHzup
Operating System e Windows OS
e MACOS
Browser Version e Google Chrome: 56
e Firefox:38

e Microsoft Edge: 20

Firmware Version e Available on all model Android 7.1
e MBR-1100:1.2.87.531 or later
e XDS-107X:1.2.86.532 or later
e XMP-6250/6400: 1.2.84.533 or later
e XMP-7300: 1.0.10.341 or later
¢ WRP-1000: 3.4.0 or later

Copyright©2024 |IAdea Corporation 4
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3. Account Setup Process

a. Enter https://care.lAdea.com to your web browser.

b. Type in your account email and password to log in.

If you already have an account, proceed to login with email and password.

Version: 1.6.0-67
Release: 2024/01/05 Upgrad:

e Confirm that IAdeaCare is on fhe latest Version and Release.
e v1.6.0-67 | Release: 2024/01/XX

If you do not have an account, click on Sign Up to create a new IAdeaCare
account.

i. Follow the below prompts and fill out the form:

 SIGRMBNGL AdE 2 ar |
IpdeaCare°

Email (as login account)
Password

Confirm your password
First name

Last name

Secondary email (optional)

- -
.
m @

ii. Once you have your form filled out, click Submit. An email

confirmation with an activation code will be sent to your email.

Copyright©2024 |IAdea Corporation 5
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Please input the activation code from your Email to activate your account.

ALTe B D00

Note: When registering for a new account or using Forget password function, an email will
be sent from noreply@iadea.com. To avoid these email goes into junk mail, please add it to
safety list (e.g., you may want to find some official article link for outlook on how to add
contact into safe list). If not, then customer should look for email title IAdeaCare account
activation or IAdeaCare password recovery from junk mail box.

Copyright©2024 |IAdea Corporation 6
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4. Ul Overview

4.1 Main Dashboard

All devices

| [} Motifications v Device groups : mm=E ome > o
o 5} S Batch actions * | | £ refresh device | | B Export | | ) Columns L U
» Default group (1) earch by Device no a- | v Side Tabs
@ ucense »G2(1) - Devices
gj: Event feeds v »G4 (0)

~Troubleshoot
oYolD:
»G1(0)

.o -License
-Event Feeds
»G6 (0)

-Miscellaneous

| o Account Info / Log Out
| o Page Dashboard

‘@3@ Miscellaneous

» Rich test group (1)

1. The main dashboard is composed of side tabs located on the left-hand side that
allow you to navigate your IAdeaCare UL.

2. To logout of IAdeaCare, the Logout button is located on top right corner.

3.

The page Dashboard Ul will change to display the content for the selected Page
Tab.

For users that need high contrast color scheme, the Theme option is available on the toggle
drop down menu next to the account name.

johnny.chen@iadea.com v

Change password

Logout
name ...

Theme : standard
I Sta ndard
EEEEE

1.2.93.621 High
[ [ [ ]/

Password Change

To change your password, click on the down arrow next to the account email and select
Change password. Enter your old password followed by your new password twice.

Copyright©2024 |IAdea Corporation



johnny.chen@iadea.com Change password

Change password Old Password

Logout a ‘ ‘
name ... New Password (at least 10 digits)

Theme : standard & ‘ ‘

. Confirm your new password
I Firmware velRICIClS)
L] ] & ‘

1.2.93.621 High

EEEEEN ® Change

Copyright©2024 |Adea Corporation 8
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4.2 Devices

- All devices
Device groups | Tag < me >
Registration ok e e Batch actions »
Policy

L) Notfiations v

0 Troubleshoot
[-':6 Liconse v

s benttesds v

By Micotansous v

»Layer1 (0/0)

All Devices Elements:
e Group Function: Expand, Collapse, New Group

e Batch Actions: Basic configuration, Update Password, Update Firmware, Update
APK, Reboot, Troubleshoot, Share Player, Clear Cache

e Refresh icon: Refresh Players, Change View, Device Activities

e Exporticon: Export device list.

o Columns: Add Device information

e List View/ Grid View: Switch between the two views.

e Sorticon: Sort by Filters.

e Search icon: Search by device name.

¢ Information of the paired Players: The details for the paired devices for
management.

e Search box in Device Group: Search devices by name within the Device Group.

e Group by Tag Tab: The tag tab allows you add labels to devices to create label
groups.

¢ Advanced Filter: Advanced filter allows for more advanced parameters to filter

your desired device list.

richhsu@1adea.com v

Registration

All devices | Manage shared devices ‘ El Q | Search by device name ... | 30~
© Add new device
- I N T = " N
Q) noticatios ¥ | earrore Detaut grou o pmd
@ e 2 Rich WRP-1000H Rich test group - Paired
E@ License 3 KHS-1078-En G23 - Paired
g:: Event feeds v « < 1 > »

Registration Elements:

Copyright©2024 |IAdea Corporation
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e Add/remove player: Add/Remove Paired Player

¢ Manage Shared Devices: More configuration, Password, Firmware, APK, Reboot,
Troubleshoot, Share Player

o Refresh icon: Refresh Players, Change View, Player Activities

e Search icon: Search by Player Name

richhsu@1adea.com ~

Policy
All devices Policy settings # Edit 1 Remove policy
Registration * App management )
_ b [Rich] Application Policy Select a policy to inspect the detail setting.
b test app 1
Q Netifications ¥ | « Canfiguration
» [Rich] Configuration Palic
@ Troubleshoot ! . ! g 4
¥ Security
E@ License » test policy
» AAA
g:: Event feeds v * [Rich] Security Policy
@@ Miscellaneo v

Policy Elements:
e Create: Create a new policy (Configuration, Security, App Management)

o Refresh: Refresh the policy list to show changes if policies were edited or devices
were added.

e Edit: Select an existing policy to edit the policy settings.

¢ Remove Policy: Remove any unwanted polices from the system.

Copyright©2024 |IAdea Corporation 10
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Al Devices
All devices

< Home > Taipei HQ Main >

[Ermges | =

i Edit @ Delet
‘ Search device greup ... ‘Q ‘- = Group detail # Edit [ Delete group

All devices
Device groups : B

Device groups Actions: Collapse Folders . Expand Folders =  Create New Group

Group details:

A” devices Advanced filter ¥
Device groups | Tag ¢ Home > Taipei HQ Main >
[ Qlmese Group detail # Edit [ Delete group
~Home (15/29) Group name Tsipsi HQ Main
¥ Default { 1 T
efault group (10/16 ) Group palicy Configuration | Daniels 0103 2 reboot /7)ot synced
» Chrome Update Test (0/0)
* Taipei (0/0) User group [Admin]
»lrvine (0/0)
»luke [1/1) Device list # Change group [ R i
»Nico (0/0) ~
Batch - < Refresh devi B Col ElR g
VRich(2/2) atch actions resh devices | | B Export | | M Columns B
~ Taipei HQ Main (2 /8) Search by Device name Q-
»Layer2 (0/0)
e (010) (Omews s
» Test by Eric (0/2) O @ Danie Y XMP-7500 230122
»Layer (0/0) —
yerl (0/0) O ® wee est_144 % WRP-1000-A 34.1-146
() @ Daniel's 1 9 & XDS-1078 23.1-149
(O @ Daniel's 1 XDS-1078-A3 34.1-143
() @ Daniel's WRP_10 WRP-1000-H (V2) 403-61
() @ Daniel's 1588 XDS-1588-A 2.3.1-124
WRP-1000-H (V2) 40.3-58
WRP-1000-H (V2) 403-58

On this page, the dashboard will show Group Name, User Group, and the Device Policy.
**Note: User group information only exists when under Enterprise account. There is no
control button until user click ‘Edit’.

Device Groups now show online/total devices for each group.
Device Search is applicable to All Device Table and Device Group.

Copyright©2024 |IAdea Corporation 11
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All devices - e=rm
‘ Device groups ‘ Tag ¢ Home > Taipei HO Main >
‘ Search device group ‘Q ‘- = m SO detail @ Delete group
«Home (15/15) Group name ‘Ta\pe\HQMam
w Default
efault group (10/10) Group policy | Applcation ‘
~luke (1/1)
~Rich (2/2) [ centifcate |
~ Taipei HQ Main (2 / 2
= { ) | Configuration | Daniet's 0109.2 reboot
| Firmware update
| Security
User group [ setect user groups -

Device list

‘ Batch actions ¥ ‘ ‘ & Refresh devices | ‘ B Export ‘ ‘ M Columns ‘

‘ Search by Device name

__ AT S

(O @ WRP-1000A_Daniel_Test_144 ©» WRP-1000-A 34.1-146
(O @ Daniel's 1588A_1226 & XDS-1588-A 23.1-124
moY:2 « < 1 5 »

Click ‘Edit’ button to expand the editable options.
e Edit Group Name.

e Drop down menu to set up group policy

e Drop down menu to set up user group (Enterprise Account)

e Cancel / Save for the above settings.

e Delete Group Button. Once group is deleted, all devices will be moved to default
group.

e Change Group: The change group option will only populate once devices are

selected. User can change group by drag and drop to the group tree on the left.

Move selected groups / devices under <Default group> To <> R

& WRP-1000H IFMA ‘ ~ Home (10)
~ Default group (9)
v Test OTP (1)
¥ 1st floor a building (0)

*** only groups/devices and their decendants selected under current active group could be moved.

‘0 Cancel‘ @ Apply
e Remove from Group: This option will only populate when devices have been
selected. When Remove Group is selected, a system message will populate to
notify user “Are you sure to remove devices from [Group Name] group? Devices will

be automatically moved to the Default Group.

Groups

By default, devices that have not been assigned a group will be grouped in the default
group. Users will be able to create groups and sub groups to organize and filter the
devices on your network.

Copyright©2024 |IAdea Corporation 12
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All devices

| Device groups | g <

| Search device group QA m=no

= Home (15 /29)

» Default group (10/16)

» Chrome Update Test (0/0)

» Taipei (0/0) u

»irvine (0/0)

»luke(1/1) De

»Nico(0/0) r

»Rich(2/2) :

s
»Layer2 (0/0)
»layer3(0/0)

¥ Test by Eric (0/2)

b layerl (0/0)

Device Search results are highlighted with a yellow background.

[ Device groups | Tag ¢ Home > ToipeiHO Main »
‘ Search device group .. | Q ‘- s gy Sroup detal
« Home (15/15) Group name Taipei HQ Main
Default
~ Default group (10 /10) Group policy Configuration | Daniel's 0109_2 reboot
~luke (1/1)
0| 2/2) User group [Admin],
~ Taipei HQ Main (2 / 2)
Device list 2 Char

‘ Batch actions = | ‘ £ Refresh devices ‘ ‘ B Export ‘ ‘ M Columns ‘

‘ Search by Device name ...

__ I RS

(0 @ WRP-1000A_Daniel_Test_144 & 'WRP-1000-A 34.1-146

(D @ Daniel's 1588A_1226 < XDs-1588-A 23.1-124

The search will also change the number of devices indicated under the device group.
Filtered searches will be indicated by the Red Filter Icon.

h @ Advanced filter ~

Tag Tab

Create label

Create a label for the following device(s)

Label name Select from current labels (#4) ¥ ‘

At most 30 labels are permitted

Device(s)

Device name Device model

IAdeaCare 1.6.0 Test player 12 WRP-1000-A (V2)

IAdeaCare 1.6.0 Test player 10 WRP-1000-A (V2)

|IAdeaCare 1.6.0 Test player 6 WRP-1000-H (V2)

Device Labels can be added to multiple devices through the Batch Action.

Copyright©2024 |Adea Corporation 13
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" Batchactiens~ | £ Refresh devices
== Basic configuration
& Update security password

X Update firmware

Update IAdeaCare APK L
C' Reboot
3§ Troubleshoot

er

#7 Clear cache
er

#° Clear app data
W Add label

Label can be new or selected from current labels being used.

Device Label can also be added to individual devices through their player dashboard.

Last screen capture time:
2024-01-15 06:49:33 -0800

& Remote control Capture Screen

X, Update

C' Reboot — = Basic
firmware

&5 Network & Security 3% Troubleshoot

4% Activities & Alert ¥ Add label |

Maximum number of labels that can be created is 30.

clydewang@iadea.com ~

Advanced filter ~

All devices
Device groups ! Tag ! £ Label detail | # Edit T Delete label |
Registration ;
| Search device label ... ‘ Q ‘ILabe\ name Trust label
IRelsy w Label
[;l Notifications v P Trust label (1/3) Batch actions ™ | ‘ PRefrssh devices B Export ‘ M Columns IE‘
P2 (0/1) i
@ Troubleshoot P V3 ﬂ«" 1 Search by Device name ... ‘ Q- |
¥ rich test4 (0 /1
O= [) @ Rich's WRP-1000 WRP-1000-H 34.0-141
_ Event feeds “
D @ Rich's XDS-1078 XDSs-1078 2.3.0-146
@@ Miscellaneous v
() @ IWMS_XDS-1078 XDS-1078 2.2.8-139
o@D 32 « ¢ 1 3 »

Users can search label under the Tag Tab.

List of search results will show online/total number of devices with label tag.

Users can use Batch Actions for devices under same label. However, Policies do not apply
to label groups (Only Device Groups).

Labels can be edited or deleted at any time.

Copyright©2024 |IAdea Corporation 14
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Create Group:
Click Add to add a new group. Input your group name and click apply. You can create

multiple Groups at one time by clicking on Add multiple times.

Create group

Create a group under group <Home>.
Add

#1. Group name

#2. Group name W

#3. Group name W

© Cancel || @ Apply
] |

# Delete Group:

Select Device or Group from the Group tree to be deleted. Click Delete and confirm. When
deleting any group, all subgroups will be deleted as well. Devices belonging to deleted

group will automatically be moved to Default group.

Group detail # Edit | @ Delete group

Group name Test OTP

Group policy

User group

Device list # Change group [ Remove fram group

Delete group x

Are you sure to remove these devices/groups ?

‘ M Test OTP ‘

== All of its child groups will be removed,
== All of its child devices will be moved to group 'Default group'

© Cancel || @ Apply

Copyright©2024 |IAdea Corporation 15
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%2 Move Group:

Select device/group from list and click Move Group. You can also check a group’s policy to
move along with device/group to another group.

Group detail # Edit @ Delete group

Group name Test OTP
Group policy

User group

Device list = Change group | @ Remove from group

Move selected groups / devices under <Default group> To <> =

l &2 WRP-1000H IFMA ‘ ¥ Home (10)

w Default group (9)

v Test OTP (1)

+ 1st floor a building (0)

*** only groups/devices and their decendants selected under current active group could be moved.

B e it

Allow to View and Change Group Policy.

Group detail m

Group name | Test OTP ‘
Group policy [ Application | x ‘ A ‘
l Configuration | x ‘ - ‘

Security | | x ‘ - ‘

User group | Select user groups ™ ‘

Y

Note: When initially pairing devices, users can select the group that the device to belong to

Home

‘ A Device overview ‘ ‘ Manage shared devices

O T S T S TR
1 PR

XDS-1078-A7 Default group Paired
2 MBR-1100 Default group e Paired
3 ‘ ‘ Default group ] ‘ | ‘ Not pair

© Add new device

Copyright©2024 |Adea Corporation 16
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Batch Actions
Under Batch Actions, users will be able to:
o Utilize the available functions to multiple players at once.

o Accomplish a batch function or configuration, click on the empty box next to the
desired players to select multiple players. Then select the Batch Actions function
you would like to utilize. For most advanced control functions, See Section 4.2.3

e~

[ Batch actions « & Refresh devices

[ == Basic configuration P

| & Update security password I
X Update firmware

Update IAdeaCare APK

C Reboot N

3% Troubleshoot
#¢ Clear cache

er
27 Clear app data

@ Add label

114

er

Note: If a selected player does not have a valid license or is offline, you will receive the
following error messages.

Basic

e Cannot use basic function because these devices do not have valid license. (#3)
WRP-1000H IFMA, XMP-6400, WRP - 1000 Mobile Office 2

‘. © Cancel

Next »

Update APK - This will update the IAdeaCare.apk version on the player. The
IAdeaCare.apk version should automatically update with each release. However, if there is
an issue with the player automatically updating, you may manually update through this
function.

Clear cache - This function sends a command to clear the application cache on the player.
This will clear any stored cache that may cause the player to malfunction or prevent the
player from downloaded new content or configurations. Clearing the cache will not reset
the player or delete the storage content.

Clear app data — Clear app data on devices to clear both cache and cookies.

Add Label — Add a tag label to devices to create a group.

Copyright©2024 |IAdea Corporation 17
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Home Shortcuts

&2 Refresh devices | | B Export | | 0 Columns H 0 -

~u .
&+ Refresh devices - refresh all content to reflect any changes that you may have
submitted. There is a 30 second time restriction between each refresh.

& Export - export device information to a .csv file.

Table View - the default view that will populate, it shows your homepage with all
your players with detailed information regarding the configurations of the player.

Batch actions » > Refresh devices B Export @ Columns H 30~
Search by Device name ... Q- || T
| |

[ @ WRP-1000H IFMA WRP-1000-H 3.3.2-90
() @ 21228 QR Code XDS-1078 2.2.5-120
O @ xnp-6400 XMP-6400 1.2.93.621
() @ WRP - 1000 Mobile Office 2 WRP-1000-H 3.2.1-50
[:] @ XDS-1088H Guess XDS-1088-A 2.2.2-71
() @ wrp-1000L WRP-1000-L 3.3.1-73
[ @ 1FMA DEMO 100H WRP-1000-H 3.3.1-88
(] @ x0s-1078 - Jovany XDS-1078 1.2.95.647
[ @ xps-1078 XDsS-1078 2.23-112
Oe XDS-1078-A9 Deloitte XDS-1078-A9 291-51
Demo
BoY 10 )0 « « 1 5 »

= Grid View - it shows your homepage with all your players in a quick view format that
provides player mode, timestamp, screenshot, MAC ID, and online/offline status.

LR TRl | 2 Refresh devices | | B Export

i= 30~

Sear Q- (|T
[v] WRP-1000H IFMA [ ] XMP-6400 ] WRP - 1000 Mobile Office 2 @
©2021-09-03 16:31:59-0700 ©2021-00-13 12:05:38-0700 » ©2021-05-07 16:37:19-0700 »
[] XDS-1088H Guess ] WRP-1000L ® | (] IFMA DEMO 100H [ )

©:2020-12-04 14:00:36-0800 ©2021-09-27 00:26:18-0700 » ©2021-08-02 10:56:01-0700 »

Copyright©2024 IAdea Corporation 18
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m
Q Columns — Enable and Disable viewable device information for the dashboard.
j @ Columns |

| Model P

E (] mac !

(Jw

Firmware version

(] APK version

(] Heartbeat

D Warranty expiry date
E] SCEP status

Metadata

Metadata - IAdeaCare device list can display Metadata

e Metadata key must be “iadeacare:application-feedback” for the value to show in device
table

e All customized metadata will only be shown in export csv with both key and key value

LIE

Advanced Filter settings allows user organize and filter player details by the selected
settings. Users are able to
a. Hide players by their online/offline/disconnect status.
b. Configure which settings the filter will use to display desired devices.
i. ALl Categories include Basic Settings configurations and Schedule
configurations.
ii. Can also search by Player Model and Firmware Version.
iii. Can also search by Player Model and WebView Version.
iv. Each filter category has its own filter criteria.
1. No Filter - does not affect filter results.
2. Enabled - show list of devices with filter options enabled.
3. Disabled — show list of devices with filter options disabled.
4. Some fields such as Content URL allows to search the text
included or excluded from the setting.

Switch from Group View to Device View. See 4.2.3 Groups

Copyright©2024 |IAdea Corporation 19
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clyde wang@iadea.com

All devices Advanced filter =

Status
Registration )
@ Disconnect () @ offline & @ Online
Policy
L Notifications Categories Basic Settings
® Al
. > AppsStart
@ Troubleshoot Firmware
_ WebView [ % content URL -]
v v ¥ |
g:: Event feeds ~
‘ X Trust - | ‘ X Force web application mode -

@@ Miscellaneous
‘ X Desktop mode

+ Enabled ‘ X Clear web storage on session start -
B Disabled ‘ X Ignore certificate errors
‘ X Ignore web application errors - | ‘ X Reload when network is reconnected -
‘ X Fail when network s disconnected - | ‘ X Grant requests for runtime permissions -

=

Note: In Group View, Owner and Group will not be available as filters.

Copyright©2024 |IAdea Corporation 20
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Searching by Name allows the user to search through and filter their player list by the
player’s name or tag name.

Search by Device name .. Q-

Search by other Filters allows the user to search and filter players by Player Name, Model
Type, MAC ID address, IP address, or Owner.

Qr 3|:|v

‘ Device name I

Model
MAC
P

Owner

Device Details

Each device on the home page will show its online offline status along with the filtered
details you have selected to display. To view a specific player individually, click on the
player’'s name to enter the player dashboard.

On Device page, some more detail explanation of each device information field (e.g., Player

name: user can give a friendlier name to the device. Default name is the primary MAC
address.)

Copyright©2024 |IAdea Corporation 21
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Device Dashboard

Clicking on a Device will take you to the Device’s Dashboard

_ All devices

| Batch actions = | | £ Refresh devices

| B Export | | M Columns

Registration | Search by Device name ...

Policy
@‘ Nofifications ™ | ™) @ A-7300-1 xlp-7300
@ e (] @ TPE-WRP-1000-A WRP-1000-A
@ T O e o XDS-1078-A9
: M @ oa- XNS-1078

STATUS

Genera

Device name

© QA-7300-1

Registration

Model
Primary MAC address

Policy Content URL

Firmware version

ﬁ;l Notifications v
APK version

@ Troubleshoot Uptime
— Device local time
E@ izznse Heartbeat
g:: Event feeds v Warranty expiry date
@ i Last screen capture time: Network
tp Miellaneous ¥ 2021-10-05 22‘:)26:53 -0700 Type
P
| C Reboot | ‘ X Update firmware ‘ = Basic | Gateway
Netmask
| &5 Network | & Security | ‘ 3% Troubleshoot | DNS 1

DNS 2
Policy

Copyright©2024 |IAdea Corporation
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Screenshot
A screenshot is provided along with the last screen capture time of what the player is
currently playing.

Press the camera icon ﬂ to refresh the screenshot (or new screenshot available
automatically every 60 seconds).

| © Qa-7300-1 | C Roren

Last screen capture

2021-10-05 Capture Screen
2021-10-05

General

It displays the General Information of the selected player.

General
Player name : |AdeaDoor-A ( 2cc548024861)
Model : XDS-1078
Primary MAC address: 2C:C5:48:02:48:61 ( Ethernet)
Content URL : https://
Firmware version : 1.2.91.624
APK version: 1.1.96
Uptime: 00:38:23
Player local time : 2019-11-07 14:34:57 -0800
Heartbeat: 2019-11-07 14:52:04 -0800

Network
Displays the online/offline status of the player and if it is connected to the network via
Ethernet or WIFI.

Provides all IP configuration settings for the player.
Network

Type : Ethernet

IP address : 192.168.11.145
Gateway : 192.168.11.1
Netmask : 255.255.255.0
DNS 1 : 192.168.11.1

DNS 2 :
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|AdeaCare Functions

* Reboot X Update firmware = Basic
a5 Network & Security & Troubleshoot
s Activities & Alert

Reboot - The reboot function allows the user to remotely reboot the player.
Update Firmware — This function allows the user to remotely update the firmware via IAdeaCare.
o Latest Version — Latest Version allows the user to compare the current version
with the latest version on our servers. The user will have a chance to compare

version and continue the update if you accept the changes.

Update firmware

Update method for device "QA-7300
+ Latest version Specific URL ‘

Version : 1.0.10.364 Refresh

Release date : 2018/05/30
Detail :
1. New feature: Update browser to newer version (Chrome version 53) to support some latest syntaxes.
- 2. New feature: Able to configure HDMI resolution to 2160p30 through configuration file.
- 3. Enhancement: Increase browser cache size to match the default cache size of desktop browsers.
- 4, Enhancement: Support streaming audio from Matrox KDS-EN3 that contains ADTS header in RTP stream.

- 5. Enhancement: Avoid receiving incomplete screenshot from API.

(] schedule update in future time
Update on | 10/05/2021 starting at | 00:00 ~ | | GMT-7:00 ~

’ © Cancel ‘ ’ Next »

o The latest version will also provide new updates / release notes.

Update firmware

Please confirm the update method you choose.

No need update

XMP-7300 (Android 4.4)
Update method Latest version (2018/05/30, 1.0.10.364)
Update status @ QA-7300-1:1.0.10.364 — 1.0.10.364

© Update required @ Mo need update
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o If player is on the latest version, no need update will populate.

Update firmware

Please confirm the update method you choose
© — Update required: @ — No need update

Update method Latest version ( 5/29 1.96)

Update status © 1078 johnny office : 2.1.4-65 = 2.2.1-96
<« Pre © Canc @ Ap

o If player is not on latest version, the system will populate update needed along
with current version with the latest version.

o Specific URL — This method allows you to update the player using your specific
firmware by linking the URL for the firmware. This method is useful if the user
wants to roll back firmware versions or has a customized firmware.

Update firmware X

Update method for device "QA-7300-1":

‘ Latest version + Specific URL

Provide the download URL for your firmware file

http(s)://your.firmware.link/

() schedule update in future time
Update on 10/05/2021 starting at | 00:00 ~ | | GMT-7:00 ~

Next »
Update firmware =

Please confirm the update method you choose.

XMP-7300 (Android 4.4)

Update method Specific URL
(https://s3.amazonaws.com/download.us.iadea.com/support/firmware/RK3288-
ADAPI-INSTALLER-2.2.3-78.pkg)

Update status © QA-7300-1:1.0.10.364 — Specific URL

© Update required @ No need update

| « Prev ‘ ‘ © Cancel | | @ Apply |

o Schedule Firmware Updates — User is able to schedule a future firmware
update at a future date. Along with date, user will also be able to choose the

update time and update method. The time will be scheduled on the user’s
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computer’s time zone.

Update firmware o

We group the players 10 different paneds accoeding 10 their fimvware famdy. Please check each panel and assign your update method

Player(s) Update method

MEBH-1 10K 2 2.1-96
] 4 V7 Specific UL
Peovide the download URL for your frmware file |

V| Schedule update in future time

Update on | 2020/11/01 0 santingat 2200 = | GMTROO =

<« Prey © Cancel » »

Basic Configuration — This function allows the user to configure the Basic Settings of the player.
Basic x

| QA-1078-4.4(2cc548027768) ‘
a
@& Content
Output resolution
AppStart auto >
QR code overlay Display orientation
Screen off auto ¥

Maintenance playback Volume (volume will be set to the nearest value the device supports)

Screen saver = O %) 100%
& schedule Power save
This feature is not supported on device with Android 4.4
Time
Reboot schedule Enter sleep mode when device idle more then 10 mins (1-300 minutes)

© Cancel || Next » ‘

e General:

= Device Name (Tag Name) — Player name within the Basic Configuration
is the name given to the player when it is first paired. This name is
considered a tag name or a method to filter or group the players to make
it easier to organize.

= QOutput resolution — Select your device output resolution. Can select
Auto or a Static Resolution (1080p)

= Display orientation — Select your device display orientation. Can select
Auto or Fixed (0,90,180,270)

=  Volume - Set the desired volume for the device if playing content with
sound.

= Power saves — This feature allows the device to enter Sleep mode if no

content is playing after the device is idle for more than the set time.
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e Content
o Appstart
Basic
@ General Appstart
e Content URL
& Content https://www3.nhk.or.jp/nhkworld/
AppStart o Extras
QR code overlay DT[USt
O Desktop mode
Maintenance playback
Al (JForce web application mode
@ Schedule (Jignore certificate errors

; (] Fail when network is disconnected
Time
C] Reload when network is reconnected

Rebaot;schedule () Grant requests for runtime permissions

Lock screen Grant requests for USB Eermissions

Clean web data when session start

[ © cancel | Nex » |

Content URL - The feature allows the user to enter a Web URL to play a

website or a HTML5 based software.

**Content URL Advanced options is used for 3rd-party App configuration only.

Advanced:

> Trust: Switch to Enabled to set by-pass authentication verification for REST
API calls in HTML application which must launched by AppStart.
Force web application mode: Switch to Enabled to disable HTTP status
code verification to bypass some cookie related issues. It will ignore HTTP
ERROR STATUS.

> Desktop mode: Switch to Enabled to force player to load content in Desktop
mode instead of Tablet mode. Please note: not all the contents are created
for Desktop mode, please ask your content provider for details.

> lgnore certificate errors: Switch to Enabled to ignore certificate errors to
allow visiting Web Pages that do not have valid certificate. It will ignore
UNTRUSTED ERROR. When disabled; if there is a certificate on HTML5
content, it will cause a playback error.

» Trigger failover when network is disconnected: Switch to Enabled to load

failover content when network is disconnected.
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> Reload when network is reconnected: Switch to Enabled to reload web

page as soon as network connection becomes available.
> Clean web data when session start: Device will start the webpage from a

clean slate, similar to incognito mode.
« Overlay (QR Code) — User may now overlay a QR code on your device. Provide
QR Link and configure your QR code placement.

@ General
B
AppStart
I QR code overlay
Screen off
Maintenance playback
Screen saver
& Schedule
Time

Reboot schedule

QR code overlay

e Data

® Landscape (px)

QR code size (pixel)

Width ‘ 0

Height ‘ 0

QR code position (pixel)

Left ‘ 0 |

Top ‘ 0 ‘

e Portrait (px)

‘ QR code size (pixel)
- - M.

QR can be data to be converted to a QR code or an URL to QR code.

e Screen Off: Schedule the time period for the screen to turn off. Default screen

off is set to be repeated daily. User can configure specific days of the week,

screen off for a specific period, and different screen off schedule for the

weekend.

Note: Screen Off Schedule has highest priority over other content related

function such as Content Source URL and Maintenance Mode.

& General
(BT
AppStart
QR code overlay
I Screen off
Maintenance playback
Screen saver
& Schedule
Time

Reboot schedule

Screen off

® Turn off screen from | 00:00 ~ | to | 00:00 ~ | on
Repeat

Sun Mon Tue Wed Thu Fri Sat

Specific period
From mm/dd/yyyy to mm/dd/yyyy

. Different hours for weekend

Turn off screen from | 00:00 ~ | to | 00:00 ~ | on
Sat Sun
© Cancel ‘ Next »

Devices that are not on a compatible firmware will get below message.
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Screen off

This feature is not supported on the device. Please confirm if your firmware version is up-to-

date.

Maintenance Mode: User can schedule to display a maintenance message set
for a specific time period or display until manually cancelled. The Maintenance
content URL can be set to an image with a direct URL or an html webpage.

Basic

Maintenance playback

@ General
# Content ® Display maintenance message from | 00:00 ~ | to | 00:00 ~
AppStart Specific period
QR code overlay From | mm/dd/yyyy to | mmy/dd/yyyy

Screen off Repeat until canceled

* Maintenance content URL

I Maintenance playback

Screen saver
& Schedule

Time

Reboot schedule

© Cancel ‘ Next » ‘

Note: Both Screen off and Maintenance Mode only work when Content is
playing. Will not work if AutoStart play is cancelled and player remains on
Basic Settings Page.

Screen Saver: User can schedule a screen saver to display if device is idle for a

set amount of time not playing content.

Basic

Screen saver

& General
il Content ) i
® Device goes screen saver after| NaN ~ | minutes
AppStart e Screen saver content
QR code overlay Content
URL
Screen off
Media type -
Maintenance playback
I Screen saver
& Schedule
Time

Reboot schedule

© Cancel ‘ Next » ‘

Media Type: .jpg or .png

e Schedule:
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e Time Zone: Select the Time Zone closest to the area where the player is
operating.
e Timer Server: Enable Time server to sync the player’s clock with the server
clock.
= Default: ntp.pool.org
= Use AppStart: Syncs the player’s clock with the server’s clock that the
URL (Content URL or AppStart setting) is hosted on

Basic x

@ General Timezone ,
‘ EST,Eastern Standard Time,US/Eastern ~ \

e

@& Content
Time server

QR code overlay @ Default
Serganioff Use AppStart URL as time server

Customized

Maintenance playback
| default

Screen saver

B Schedule
Time

Reboot schedule

© Cancel

e Enable daily reboot: Enable or disable the daily reboot of the player. User can
also configure the reboot time.

@ General Daily reboot

-
& Content
Sun Mon Tue Wed Thu Fri Sat
AppStart
T
QR code overlay Hour
Maintenance playback 00 01 02 oz@os 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Minute
=
& Schedule @ o1 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

Tiisia 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59
I Reboot schedule

Lock screen

e Users can now choose which day of week they would like device to reboot itself.
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Iadea

Network Configuration — This function allows the user to configure the network settings of the player.
Note: If player is disconnected from the network remotely, User will need to physically enable Wi-Fi or
Ethernet on the player to reconnect.

= Ethernet - Configure the network settings via Ethernet.
Enable Static IP to set up Static IP address by filling out all parameters.

‘ Ethernet #% ‘ wifi

Enable Ethernet

Use static IP

IP addres *

|

Gateway ~

Netmask *

DNS 1 *

© Cancel || Next »

=  Wi-Fi - Configure the network settings via Wi-Fi.
= Manually enter SSID or choose SSID from drop down menu.
Proceed with password and Wi-Fi security type.
= Enable Static IP to set up Static IP address by filling out all

parameters.

Ethernet &% ‘ wifi = |

Enable

ssID SelectSSID ~ | | @ ‘

Password

Security

‘ None ‘

Use static IP

l © Cancel ‘ Next »
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Security — Enable a password to access the device. For OTP (One-Time Password) See Policy.

Update security password

New password @

‘ TPE-WRP-1000-A 2C:C5:48:05:BE:A6

Troubleshoot - Remotely collect a DEBUG via IAdeaCare. The system will collect the DEBUG log and
allow you to send to 5 recipients or attach the DEBUG log along with your support ticket and
automatically email to IAdea Support.

C Obtain device logs )
C Contact |IAdea support >

=  Obtain device logs: This option will allow you to send the DEBUG logs to 5
different recipients via email.

Troubleshoot x

Obtain device logs

1. Recipients (Up to 5 recipients) 4+ Add recipient

Recipient #1 ’ ga-admin@1adea.com ‘ @
Recipient #2 ‘ ‘ (-]
Recipient #3 ‘ ‘ (-]

2. Monitor devices

TPE-WRP-1000-A ‘
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= Contact |IAdea support: This option will collect the DEBUG log and create a

support ticket and send automatically to IAdea Support.

Troubleshoot x

Contact |1Adea support

Subject I ‘

Description

Frequency ‘ unknown ¥ ‘

Symptom ‘ others ~ ‘

Monitor devices

TPE-WRP-1000-A

e Subject — Enter quick overview of support needed for
troubleshooting ticket.

e Issue Description — Provide more in-depth description of the issue.

e Symptom — Choose closest symptom from the drop-down menu.

e Frequency — Choose how frequent the issue occurs.
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Activities — History log of all actions/activities performed on the player.

Reboot Finish 2021-10-05 02:36:43 2021-10-05 02:38:44
Reload license Finish 2021-10-04 23:00:14 2021-10-04 23:00:31
Reboot Finish 2021-10-01 07:05:49 2021-10-01 07:08:18
Reboot Finish 2021-10-01 06:05:09 2021-10-01 06:06:40
Reboot Finish 2021-10-01 05:59:39 2021-10-01 06:01:20
Reboot Finish 2021-10-01 05:56:59 2021-10-01 05:58:51
Reboot Finish 2021-09-30 23:33:54 2021-09-30 23:35:35
Reboot Finish 2021-09-30 23:31:49 2021-09-30 23:33:25
Basic configuration Finish 2021-09-30 21:06:16 2021-09-30 21:06:24

Basic configuration Finish 2021-09-30 21:03:46 2021-09-30 21:04:24

Basic configuration Finish 2021-09-30 20:09:46 2021-09-30 20:10:24

Click on the Activity to expand detailed information for each activity.

Reboot 2021-10-05 02:36:43 2021-10-05 02:38:44

Last activity tracking time : 2021-10-05 23:01:57

Reload license

Activity status

Activity ID : 1633413614197-329d4754-21c4-4308-b9c9-d8a2a4b758b0
Issue date : 2021-10-04 23:00:14

Start date : 2021-10-04 23:00:31

Finish date : 2021-10-04 23:00:31

Reboot 2021-10-01 07:05:49 2021-10-01 07:08:18
Queued Tasks:

Activity status :

Activity ID : 1633500202268-07536973-1958-4cf1-9ec9-343e839510c2
Issue date : 2021-10-05 23:03:22

Start date :

Finish date :

Reboot 2021-10-05 02:36:43 2021-10-05 02:38:44
Reload license 2021-10-04 23:00:14 2021-10-04 23:00:31

The system will show when activities are pending in queue or in progress of being updated.
The log will also record the time stamp for when each activity was issued and when it
finished.

Alert
See 4.3 Alert Settings
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e Share Player - Share the ability to monitor and configure players with other

IAdeaCare users.

Share device -
Add collaborators and set their authonties for XDS-1078 Tech Room
= Enter shared account ditor | Viewer
Basic config Network config Reboot
Firmware update Troubleshoot
I © Cancel ’ Next »

Editor — Enables Full Access to Monitor and Configure Settings.
Viewer — Allows Monitor Access Only. No Ability to Configure

Settings.

Share device
Please confirm the autheorizations to share access of your players :

Players Share settings

S XDS-1078 Tech New settings ( +)
Sooes i
Account clyde.wang@iadea.com

Permission BasicConfig NetConfig Reboot
FirmwareUpdate Troubleshoot

‘» « Prev H © Cancel » @ Apply ’
Confirm authorized accounts and configurations to be shared.

To remove shared devices from account. From the Home Page > Select
Add/Remove Device > Manage Shared Devices > Remove.

Home
A Device overview |l IManage shared devices || &

L oeenne Lo
1
Home

R/ Device overview Addfremove device _

Irvine office test device 1 (2ecS48008d60)

35
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Registration

Add/Remove Player
1. From the Basic Setting menu on your IAdea device, click on Advanced Setting >
System > Remote Monitoring.

Remote monitoring

Remote monitonng

2. Toggle to enable Remote Monitoring.

3. The Pairing Code will populate. This code will be used to pair the player to your
account.

4. InlAdeaCare, Click on Devices -> Registration -> Add new device.

‘ Registration
@ Q, | Search by device name ... | ,30—"
|
T S S ™ S
sean-1078 Default group Paired
2 Rich WRP-1000H Rich test group - Paired
3 KHS-1078-En G23 ——— Paired
4 | ‘ ‘ Default group ~ ‘ l:l Not pair

5. Enterin Pairing Code for the select Player and click Pair.

‘ Registration

‘ Manage shared devices ‘ IE‘ Q ‘ Search by device name ... ‘
|
S ™ S ™ S S P S
sean-1078 Default group Paired
2 Rich WRP-1000H Rich test group - Paired

3 KHS-1078-En G23 Paired De\me

4 | | Default group = ‘ I—I_NM_/> m
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Policy
Policy (Premium License Only)
Policy
All devices Policy list © Add  C'Refresh  Policy settings # Edit T Remove policy
Registration ~ Application
_ » aaa Select a policy to inspect the detail setting.
~ Configuration
g Notifications v » C1
» Rich testss
@ Troubleshoot ~ Security
E ¥ »C3
@ License yca
g:: Event feeds v
@@3 Miscellaneous g

Policies can be assigned to existing groups in this page. Users are able to assign multiple
policies of different types but only one policy of the same type to each group. Once a policy
is deleted, the policy will be deleted from all assigned groups as well. The policy settings
on the player’s will not be removed.

If a device was not set up with a group configuration policy during set-up, and the policy

was created and attached later on, the policy settings will re-sync to the device within 30
minutes of the device being online.
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Create Policy

= Configuration Policy

Create policy X

Policy name | |
Policy type | Configuration ¥ |
Configurations 0 configuration(s) selected ~
Apply to () appstart
¥ Home (0) D Power save
(¥ Default group (0) ) Daily reboot
(a4 0 vol
(v az.1 @ 'olume
[J» Michelle’s device (0) (] Timezone
Oras0@ (7] Time server
» Rich Test3 (0
d @ (7] Display orientation
E] Share device

[ Screen off

[ Maintenance playback

Select all device configuration settings that you would like to configure. All devices
set to this policy group will inherit all configuration settings.
= Security Policy — Create

Create policy X

Policy name ‘ ‘

Policy type l Security ¥ ‘

E] Enable OTP (one time password)
D Disable USB update

D Disable REST API from external connection

Apply to L4
~ Home (0)

(J» Default group (0)

Drassa A

O»ra7.1(0)

[J» Michelle's device (0)

[J» a0.0(0)

[J» Rich Test3 (0)

© Cancel || @ Apply
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o Specific Password - Users can create policy to reinforce new password to

apply to devices that are newly added to the policy

Create policy

Policy name

Policy type Security ¥

@ Enable device password

® Specific password

Apply new passwo rd Confirm new password

*** leave the password empty to remove the password.

Enable OTP (one time password)

\:J Disable USB update

D Disable REST APl from external connection

o OTP -Time based password that will be changed every day by device.
o Disable USB update / REST API — Disable external access to the device.

= Security Policy — Get Password

Last screen capture time:

2020-11-03 19:06:50 +0800

B Capture Screen

C' Reboot &L Update firmware = Basic &5 Network
& Security 3% Troubleshoot a* Activities & Alert

) I=!
[ Share device P oTP
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Get one time password of the day you choose below
/1 Today (2020-11-02)
| A specific date in the past mm/dd/yyyy [ 1 the dote o devace it i the pert plecse choome this apbion

Password is 1 6591 7

O Oose  Get password

When OTP is enabled, user will need to log into Device Dashboard in IAdeaCare to
receive your OTP.

User can request Today’s password or a password from a past date. The date for a
past password must be manually chosen from the dropdown calendar.

Every password will be available for 30 days. The player will have a maximum of
30 passwords.
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= Policy — Change in Device Dashboard Page

General
Device name
Model
Primary MAC address
Content URL
Firmware version
APK version
Uptime
Device local time
Heartbeat
Warranty expiry date

MBR-1100-Nov-release (2cc5480190aa)
MBR-1100 Rev1.1

2C:C5:48:01:90:AA (Ethernet)
https://bcbsnc.avuity.com/vuspace/booking
2.2.2-108

1.1.113

05:02:45

2020-11-12 17:27:58 +0800

2020-11-12 17:37:50 +0800

Network
Type Ethernet
IP 10.0.10.120
Gateway 10.0.10.254
Netmask 255.255.255.0
DNS 1 168.95.1.1
DNS 2 8.8.8.8
Policy

Group configuration

Security

Maintenance (TPE) m
Password (TPE) m

Lists out which policies are currently assigned to the device. If the device inherited a

group policy, the group name will appear in parentheses. Clicking on the Policy

Name will link the user to the Policy Page.

o Synced Status: Policy Setting is synced to device.

o Pending Status: Device is waiting to sync with server (30 Minute Maximum)

If device does not have a Premium License, it will show Policy (Nor applicable).

Pol'lcy ( Not applicable )
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4.3 Notifications

Alert Setting
Alert Settings allow the user to create offline alerts to be sent to the account email when
the players go offline within the created rules.

‘[5] Devices ~ AI = rt

Cpen alerts  Close alerts | Settings |

@ Troubleshoot R

E Do not have any alert now. Click "Create” to create an alert.
&} License

g: Event feeds v

7

= Miscellaneous ™

Open Alert

IE] Devices. v AI e rt

_ ‘ Open alerts ‘ Close alerts ~ Settings

Acknowledged | | C

Report [J occurred on Type Description
@ [Roublesheet 2021-03-25 190003 Offine Sting_test B
E@ License W 2021-03-25 190003 Offline Group offline & Unacknowledge
g: Event feeds v

Miscellaneous ~ ~

¢ When an Offline or Device Status alert type occurs, the system will create a new Open

alert.
e Useris able to acknowledge the alert listed in the table.
e Each alert will have an alert link in Description that will bring you to the alert’s setting

detail page when clicked.

Open alerts  Close alerts | Settings
r || vece petname orine
. . Alert when this situation last for more than 10 minute
Offline Offline
Check event avery 30 minute

Monitor period always

Applied devices
‘WRP-1000H IFMA, 3188 QR Code

Alert receiver

johnny@1adea.com
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When alert is acknowledged, the alert will also show the ‘Unacknowledge’ button in
the action column if the user wants to keep the alert open.

Open alerts | Close alerts  Settings

Acknovledged | | C

D) Occurred on (e Dmmpion _______|adon |
: 2021-03-25 19:00:03 Offline - String_test
3o o5 1s0m offine Group offine B

total -2« e

When the alert has been triggered in the Open Alert but deleted in the settings, the
alert will be moved from Open Alert to Close Alerts.
When the alert has been acknowledged, the server will NOT send the alert email.

Close Alert

Once an Open alert has been resolved, the alert will be moved to the Close Alert tab.

Alert [ Report  Policy LAN config tool Access Key

Open alerts | Close alerts | Settings

Create Alert

To start creating alerts, click on the Alert setting Tab.

‘[5] Devices - AI = rt

Open alerts  Close alerts | Settings |

@ Troubleshoot R

Do not have any alert now. Click "Create” to create an alert.

E@ License
o]

:Z Event feeds ~

 Miscellaneous ~

To create a new Alert, Click Create new rule and select the Alert type.

‘[5] Devices ~ AI e rt

_ Open alerts  Close alerts | Settings
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Alert name

Alert type Please select an alert type ~

Offline
Account access
Device command

Device status

Create - Offline

Create alert X

Alert name
Alert type Offline ~

Auto apply to newly-paired device(s)

Alert when this situation last for more than
10 minute ~
Check the event every
30 minute ~
Monitor period (based on device's timezone
() always
() From | 8:00 = | to | 17:00 ~
Deliver to
Enter valid email(s) here by spliting with comma or

‘Enter

(split by comma or ‘Enter’)

Apply to

T T

() 7300

) MBR-1100-A7-QA9
(C) xDs-1078-A7

|_J XxMP-6400

© Cancel

Q | Search device name Own | Shared

@ Apply

1. Alert Rule - You can name your alert rule here.
2. Pick your criteria to recognize the behaviour and the frequency of its reporting. You can
choose to enable this alert for all newly-paired players to the account.

W

Decide how long the player must remain offline before the alert rule is enacted.
Decide how often to the system will check if the player is offline.

5. Configure the monitoring period. User can set for 24 hours a day or a specific time

frame.

Auto apply to newly-paired device(s)

Alert when this situation last for more than
10 minute ¥

Check the event every
30 minute ¥

Monitor period (based or

() always
(V] From | 800 ~ | to | 17:00 ~

Copyright©2024 |Adea Corporation

44



- .. IAdeaCare User Manual

Iadea

6. Deliver to allows the user to list which email accounts to send the offline email alerts
to.

Deliver to
Enter valid email(s) here by spliting with comma or

Enter

Note: Add ‘self account’ will add the email address for the IAdeaCare account that is
currently logged in.
7. Select the players which will adhere to the alert rule.

Apply to Q | Search device name Own | Shared
T N
| 7300

] MBR-1100-A7-QA9
] XDS-1078-A7

XMP-6400

=  Own - The current IAdeaCare account is the admin/owner of these players.

= Shared - The players in this list are being shared by another owner to be
monitored.

If Auto apply to newly paired players is checked, the rule will automatically bind

all newly paired players.

Create — Account Access

Create alert x

Alert name
Alert type Account access ¥
Description
Send an alert email when account got lock up after 5 failed attempts to login within 1 hour.

Deliver to

Enter valid email(s) here by spliting with comma or 'Enter

© Cancel @ Apply

1. Name the Account Access Alert.
2. Fill out the Deliver to with the email addresses you would like to alert in the case

the account has 5 failed login attempts within 1 hour.
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Create — Device Command

Create alert x
Alert name

Alert type Device command ~

Auto apply to newly-paired device(s) Apply to Q | Search device name Own | Shared

0 v LT
Alert email will be sent when

"] Reboot failed L7300

[_] Update firmware failed [_] MBR-1100-A7-QA9
) Modify basic configuration failed
] Modify network configuration failed
;,I Change device password failed 7] xMP-6400
__) Update |AdeaCare APK failed

("] Clear device cache failed

[] xps-1078-A7

Deliver to

Enter valid email(s) here by spliting with comma or
Enter

© Cancel | @ Apply

1. Alert Name - You can name your alert rule here.

2. Select your device command failure type for the system to alert.
3. Deliver to allows the user to list which email accounts to send the offline email
alerts to.
Deliver to

Enter valid email(s) here by spliting with comma or

Enter

4. Select the players which will adhere to the alert rule.

Apply to Q | Search device name Own | Shared
| Clowicename [ woseld |
] 7300

] MBR-1100-A7-QA9
(] xps-1078-A7

] XMP-6400

=  Own - The current IAdeaCare account is the admin/owner of these players.
= Shared - The players in this list are being shared by another owner to be
monitored.

If Auto apply to newly paired players is checked, the rule will automatically
bind all newly paired players.
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Create — Device Status
Create alert gt
Alert name
Alert type Device status +
Auto apply to newly-paired device(s) Apply to Q | Search device name Own | Shared
Comarmrms——— ome
Alert email will be sent when
] 7300

("] Device time out of sync
[__] Network certificate expired (
(] scEep enroll failed

| MBR-1100-A7-QA9

S [_J xps-1078-A7
Enter valid email(s) here by spliting with comima of [ xmp-6400
Enter
© Cancel | @ Apply
1. Alert Name - You can name your alert rule here.
2. Select your Device Status error type for the system to alert.
3. Deliver to allows the user to list which email accounts to send the offline email
alerts to.
Deliver to
Enter valid email(s) here by spliting with comma or
4. When alert is triggered, will create the alert in Open alert tab.
5. Server will send the alert e-mail as below twice a day (00:00 & 12:00 UTC+0).
6. Select the players which will adhere to the alert rule.
Apply to Q | Search device name Own | Shared
(Coveemnes ————— Jwowz |
| 7300

] MBR-1100-A7-QA9
(] xps-1078-A7

XMP-6400

IAdeaCare User Manual

=  Own - The current IAdeaCare account is the admin/owner of these players.

= Shared - The players in this list are being shared by another owner to be
monitored.

If Auto apply to newly paired players is checked, the rule will automatically

bind all newly paired players.
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Report
l[al Devices v Re p 0 rt

_ 2021-09-25 21:22:01 3 Good Good Good

@ Troubleshoot 2021-09-18 21:22:020 Good Good Good 0
E@ License 2021-09-1121:22:010 Warning Good Good 0
o= 2021-09-04 21:22:02 0 Warning Good Good 1

A= Event feeds v
2021-08-28 21:22:01 0 Warning Good Good 0

$ﬁ Miscellaneous v
- 2021-08-21 21:22:01 3 Good Good Good 0
2021-08-14 21:22:01 3 Warning Good Good 0

Users can now choose what information to be added to weekly report.

(@) Devices v Report

All reports ‘ Settings ‘

Alert Subscribe weekly report

_ Good network evaluation : 90 % devices uptime is over | 90 %
@ Troubleshoot Expiration warning : Warranty is expiring within | 30 days
E@ License v License is expiring within | 30 days

ﬁ:: Event feeds v Deliver to : (split by comma)

clyde.wang@iadea.com
% Miscellaneous v

Cancel Apply

£ go
:

All Reports
1. The Report Dashboard will load 50 reports per page.

2. Click on the reporticon to view the report.

2021-09-25 21:22:01 Good

2021-09-18 21:22:02 3 Good
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3. View the selected report.

Date: 2021-03-14 ~ 2021-03-20
Quick Summary

Report items J Status 4 Evaluation | Suggestion

Overall device network A 2 The device network uptime is within or better than threshold
heulth 50% devices uptime over 50%  Good e P
~ Vi 3

27% need renew soon

Warranty status tracking: % warranity exphred
warr. 1T

Warning  Renew warranty before it expired.

50% icense need renew : Sy 3 o
. " : - . There is no device license approaching its expiration date. No
License status tracking: 100% of devices without valid ~ Good

g action is required,
license

Errors that need attention

Date Tasks Failed devices
2021-03-15 Account lockout 1

2021-03-15 Install software failed 1

2021-03-16 Device offline 23
2021-03-16 Device time out of sync 1

Warning messages

Date Warning | Affected devices
2021-03-17 Delete alert rule 3
2021-03-17 Delete group policy 1
‘ 2021-03-17 Login failed 4
‘ 2021-03-20 Approaching expiration (renewable) - warranty 3
2021-03-20 Approaching expiration - license 4 :

Evaluation / Suggestion in Quick Summary:

1. Overall device network health:
Evaluation: Good
Criteria: Uptime >= User Defined Value

Suggestion: The device network uptime is within or better than threshold value.

Evaluation: Warning
Criteria: Uptime < User Defined Value
Suggestion: The device network uptime is lower than the threshold.

Please check your device network health or adjust notification settings as needed.

2. Warranty status tracking (The /" in criterion means divided)
Status: % of devices that need warranty renewal soon.
Criteria: approaching expiration warranty per user defined range / total devices

Status: % of devices that warranty has expired.
Criteria: expired warranty / total devices

Evaluation: Good

Criteria: No approaching expiration on any device warranty per user defined range.
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AND no expiration happening before next report.

Suggestion: All devices are either under warranty coverage or reach its maximum years of
warranty.

No action is required.

Evaluation: Warning

Criteria: Devices approaching expiration date per user defined range AND no expiration
happening before next report.

Suggestion: Renew warranty before expiration.

Evaluation: Need Attention

Criteria: Expiration will occur before next report.

Suggestion: Warranties will be expiring this week. Please renew them before they expired.
Warranty extension is not eligible after expiration date.

3. License status tracking (The /' in criterion means divided)
Status: Licenses that require renewal.
Criteria: Licenses approaching expiration per user defined range / All devices (If device has
multiple licenses, will use the highest level with latest expiry date)

Status: % of devices without valid license.
Criteria: Devices without valid license / All devices.

Evaluation: Good

Criteria: No approaching expiration on any device license per user defined range.
AND no expiration to occur before next report.

Suggestion: There are no device license approaching expiration.

No action is required.

Evaluation: Warning

Criteria: Approaching expiration date per user defined range AND no expiration happening before
next report.

Suggestion: Renew license to avoid discontinuation of the service.

Evaluation: Need Attention

Criteria: Device License will hit expiration before next report.

Suggestion: Some device licenses will be expiring this week. Please renew them to avoid
discontinuation of the service.
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Iadea

4.4 Troubleshoot

Troubleshooting Page

The troubleshooting page allows the user to track the status of their submitted
troubleshooting tickets.

() evi

@ Devices ¥ Troubleshoot

Q Ticket Send email only € Refresh ticket
Title Send email only Issue date 2021-10-05 21:31:01 -0700

= e Send email only 2021-10-05 21:31:01 -0700 9

E@ License Status Start date

= S t Finish dats

g; Event feeds v ymptom inish date
Frequency

@ﬁ Miscellaneous v Content
Track devices
| aaTa00- |

1. Ticket Search — User is able to search for their troubleshooting ticket by the entered
subject title in the module located on the left-hand side to view submitted ticket.
Ticket Information — This is the information that was reported when the ticket was
submitted by user.

Ticket Send email only C Refresh ticket - 24 5
Title Send email only Issue date 2021-10-05 21:31:01 -0700
Status Reported Start date 2021-10-05 21:31:46 -0700
Symptom Finish date 2021-10-05 21:32:46 -0700
Frequency
Content
Track devices
| aa7300-1 |

2. Ticket Tracking — Allows the user to track the status of the ticket.
3. Track Players - Shows if |IAdeaCare is able to connect to the player.
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4.5 License

The License Page allows the user to manage their licenses. In this page they will be able to
add license, import batch license files, and reallocate license. The License dashboard will
also display each player along with their warranty or license type and expiration date.

(@ o v License

g Notifications v | + Add license | ‘ B Import license | ‘ = Reallocate license ‘ ‘ Advanced filter * = |
@ Troubleshoat Q, | Search by device name ... ‘ . ‘ w -
O= Event feed v | O aa-10004 2C:C548:05:8F:72 2022-10-28 Type: premium
A= Bentfeeds v LJUASRROR - SChomRloER Expiration date: 2022-09-29
@@ Miscellaneous V' Type: premium
[ oA-1078-4.4 2C.C5:48:02:77:68 2022-10-28

Expiration date: 2022-09-29

Type: premium

-1078-7.1 2C:C5:48:02:77:8C 2022-10-28
U Expiration date: 2022-09-29

1. Add License — Click here to manually add your IAdeaCare or SignApps Cloud
License.
Import License — Use this feature to upload batch licenses (.csv file).
Reallocate License — This feature allows the user to move licenses from one player
to another.
Advanced Filter - Filter results by Type of License and Expiry time range.

2. If the account contains multiple players, the search function allows the user to filter
players by name or tag name.

3. The main dashboard shows the player’'s name along with the license type and
expiration date of the warranty or license.

4. The License Page also allows user to configure how many players show up on the
dashboard at once.

X Export
- 1

5. Export - Export button will export license information to a .csv file.

Add License
Select your players and click on Add License.

(0 pevices v License

Q MNaotifications A ‘ =+ Add license ‘ ‘ B Import license | ‘ = Reallocate license ‘ | Advanced filter * = ‘

@ Troubleshoot Q | Search by device name ...
Y
&_ Event feeds e . v/ QA-1000H 2C:C5:48:05:BF:72 2022-10-28

ﬁﬁ Miscellaneous v
QA-1078-4.4 2CC5h:48:02:.77:68 2022-10-28
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The add license prompt will populate for you to add the corresponding IAdeaCare or
SignApps Cloud license code.

Add License X

QA-1000H ’ ICARE-D4887-BA405-7F485-WD454 |

QA-1078-4.4 ’ ICARE-9456E-26484-EF54A-1 ZSWEd |

separate your license code by comma

Licenses can be added to the player individually or in batches. To batch players, select
multiple players before clicking on Add License. User can also add more than one license
(SignApps Cloud, IAdeaCare) at a time to each player by separating with a comma.
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Import License

Import License allows for the importation of multiple licenses into IAdeaCare. The licenses
will need to be in a in the below format and saved as an .csv file. Each license will have its
own row. This file may be provided by the IAdea Sales team when multiple licenses are
purchased.

A B
ICARE-DDE2F-BE864-523B9-73019
ICARE-280E2-EB133-4C314-ADOOF
ICARE-44D7E-1B9AB-04F06-14658
ICARE-36A21-C8663-FDO0F-3BOF2

I B Y N

Select all players that need a license to be imported.
License

|ﬂjd license | | & Import license | | + Reallocate license | | Advanced filter * v ‘
Q ‘ earch by device name ...
T T
Type
JQA-1000H 2C:C5:48:05:BF:72 2022-10-28 Expit
2-09
Type
QA-1078-4.4 2C:C5:48:02:77:68 2022-10-28 Expit
2-09
Type
QA-1078-7.1 2C:C5:48:02:77:8C 2022-10-28 Expit
2-09
Type
QA-1078A9 2C:C5:48:05:D1:84 2022-10-28 Expit
2-10

Select Browse Files and choose your .csv file. The Ul will display how many licenses are in
the imported file and how many licenses have been distributed.

Import License %

b |

Browse Files or drag file here

1AdeaDoor-A o u
IAdeaDoor-8 e u
MLB Player ) n
IAdea Reception Desk ) n
XD$-2288 Office ) n
Test IAdea Player o] B
oc »

If the file does not show up, you will need to change the file type to All Files.

J [All Files (*.9) |
Cancel
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If there are extra licenses, they will be displayed as distributable licenses if you click on )
button. This will allow you to switch or replace licenses.

License code

Player name

\AdeaDoor-A ARE-30909-88D9E-4CA3A-ATF2] - |§|

Distributable license(s) :

Once the appropriate license are applied, Click Apply to Confirm.
Import License

Click "OK" if you want to apply. or "Back’ to modify again

Applied license(s)

Player name

Note: If the license has been used, an Error message will populate.

Import License &

Some settings are failed

Player : LAdgaDogr-A

Error ;
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Reallocate License
Reallocation License allows users reassign licenses between the paired players on your
IAdeaCare account.

Click on Reallocate license to being reassigning licenses.

() pevi i
@' Devices ¥ License
g Notifications ~ | 4 Add license | | B Import license |” = Reallocate license ||| Advanced filter * = |
@ Troubleshoot Q | Search by device name ...
[:] . - -
E
g; Event feeds v QA-1000H 2C:C5:48:05:BR:72 2022-10-28
@@ Miscellaneous hd
QA-1078-4.4 2C:C5:48:02:77:68 2022-10-28
Reallocate License X
Transfer license(s) to : | Select a device ~ Reset | Refresh

e

Transfer license(s) from : | < Nobody > ~

*-5CF37 premium 2022-09-297
*-C22A2 premium 2022-09-297

1. Select the target player for the player that the license will be assign to.

2. Select the Currently Assigned to player that the license is currently assigned. If
license is allocated to a player, select Nobody.

3. Select the license(s) that will be reassigned in the license table and Click the Up
Arrow to apply onto the target player.

4. Click Next to apply the change.

Advanced Filter
Filter your License Dashboard by License Type or Expiration Time Range.

I 2 Reallocate license Advanced filter * = X Export

Type:

1 Warranty

I |AdeaCare License
Miscellaneous

Expiry time range :

From : 006-XX-Xx To @ XXHK-KX-XK

| mm/dd/yyyy ] H mm/dd/yyyy 0 |
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5.6 Event Feeds

Event Log
Users are able to
= Have an overview look into the status of all account events.

= Filter by event type, by period of time, and severity.

= Sort by occurrence date/time, category, event, or subject.

= Events will load 50 logs at a time and be sorted by time.

= After applying filters, the log will show 100 results per page.

= Eventsin device task category will have a link to the activity’s detail page.

johnny.chen@iadea.com «

(g pevices ¥ Event log
g Notifications ~ | Filter by events = ‘ | Time range : 2021-08-02 11:30 ~ 2021-10-04 11:30 ~ | | Severity : All = |

@ Troubleshoot | Search in subject ... | Search ‘

Send weekly report - 2021-09-

_ 2021-09-25 21:33:26 Notification management O Send weekly report -

P Send weekly report - 2021-09-
2021-09-18 21:32:48 Natification management © Send weekly report
Device activity 19

$¢ Miscellaneous W 2021-09-15 11:16:58 Account access @ Login johnny.chen@iadea.com login

I Send weekly report - 2021-09-
2021-09-11 21:32:44 Natification management O Send weekly report

12
2021-09-07 10:16:10 Account access O Login johnny.chen@iadea.com login
L Send weekly report - 2021-09-
2021-09-04 21:33:11 Natification management © Send weekly report 05
©® Info /. Warning @ Error total:6 « < 1 > =»

Filter & Search
By Event
1. Useris able to search even by keyword and cross category.

2. When a category is checked, all events under checked category will also be
checked.
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3. If clear keyword is in search bar, the system will list all category and events and

keep the already selected events checked as well.

Filter by event(s)

Q ‘ Search in event item..., type "cat: xxx" to search by category

D Select all categories and events

Account access
Device activity

() Device management

Account access

Login

Login failed

Account lockout

Change account password
Request forget password
Password reset

(] Device registration

E] Device task

D Enterprise SCEP management
D Enterprise customization

E] Enterprise user management
() License management

(] Notification management

O System admin activity

Device registration

D Pair device
[ R TR TR,

Device activity

Device time out of sync
SCEP certificate about to

:
expired

Network certificate expired

SCEP enroll failed

SCEP enrolling - wait for
approval
Screen on and off time

Maintenance mode on and
off time

Device task

[:] Reload License

Melmm A  fmmimmn £2lla A

Apply

Device management

(] Create device group

(] Modify device group

() Delete device group

() Move device to new group

[:] Create group policy

(] Modify group policy

(] Delete group policy
Sync group policy to
device

() Add sharing settings

O Medify sharing settings

[:] Remove sharing settings

Enterprise SCEP
management

[ adAd new Fradential

4. Click Apply to filter events. The Filter by Events button will show the number of

checked items and send the search date to the server to complete.

Event : 52 events selected ~

By Time Range
Choose the Date and Time range.
1. Pick the date from the Calendar.

2. Choose the hour 00-24 (Military) and minute 0O or 30.

Filter by time range : (UTC+0)
From : 2021-08-02 11:30

To : 2021-10-04 11:30

o0 @ 00 @

08/02/2021 B H 10/04/2021 B ‘
Hour Hour

00 01 02 03 04 05 06 07 08 09 1-30 00 01 02 03 04 05 06 07 08 09 1-30
12 13 14 15 16 17 18 19 20 21 22 23 12 13 14 15 16 17 18 19 20 21 22 23

24 24

Minute Minute

Apply dates

3. Search up to 90 days in the past.
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4. Click Apply Dates to save the settings and return filtered results.
5. The events are searched by server time (UTC +0).

By Severity
1. Choose by severity type.

Filter by severity :

Info
Warn
Error

Apply severity

2. Click Apply Severity to save the settings and return filtered results.

Search Bar
1. Search in subject ... will allow user to search the event log by keyword.

| Filter by events ~ ‘ ‘ Time range : 2021-08-02 11:30 ~ 2021-10-04 11:30 ~ | | Severity : All = |

| Search in subject ... | Search |

2. After keywords are entered, click Search to return results.

Export
1. Export button will export the Event log (with filters if they applied) to a .csv file.

| Filter by events = ‘ ‘ Time range : 2021-08-02 11:30 ~ 2021-10-04 11:30 = | | Saverity : All = |

Search in subject ...

Search

Device Activities

Q) pevces ¥ Device activity
Q Notifications  ~ From ‘ mm/dd fyyyy | | 10 | mm/dd/yyyy m] |E|

@ Troubleshoot | Activity = | | Status ~ | Q ‘ Search by activity name ...

_ 2021-10-05 18:55:15 Update firmware ® 1 Finished

2021-10-05 18:53:13 Update firmware ® 1 Finished
Event log

SignApps] Set ticket for System.Rebo
_ 2021-10-05 04:43:31 [tg Pps] / @1 Finished
o

ﬁr-x Miscellaneous v

[SignApps] Set ticket for System.Confi

2021-10-05 04:42:30 @1 Finished
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Search Filters — User can filter device activity results by Activity or Status.

Activity ¥ Status ~ Q

All I

Reboot

Clear cache Activity v | Status * = Q, | Searc

Update firmware

All

Update APK o
2021-10-0| Finished

Basic configuration .
2021-10-0| Fail
Network configuration .
Pending

Troubleshoot 2021-10-0

Progress

Update local password

2021-10-05 04:42:30

At Activity, Users will be able to
= Cancel unfinished or pending tasks.

o When cancelling the target task, all pending or in progress tasks following
after the initial target task will be cancelled as well.
= Export task detail information and refresh statuses.
= See detailed changes before and after applying the activity.
= Device Name now allows Quick Link for easy navigation to player dashboard.

clyde.wang@iadea.com

@ oeis v @ Activity detail

[;l Notifications v ® Cancel
Activity Set Calendars
@ Troubleshoot Activity status
E@ Pz s Activity ID 1705314498656-3467c0da-8bb7-4362-bde4-9b102fcb303b
Issue date 2024-01-15 02:28:18
_ Start date 2024-01-15 02:28:32
Eventiog Finish date . 2024-01-15 02:28:32
_ @ Success (0) | @ Fail (1) | @ Cancel (0) @ Progress (0) @ Pending (0)
B Device name MAC Error
{1 iscellaneous v
| £ sean-wrp-1000-2 2C:C5:48:05:8D:F2 no license to perform this task |
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Once Cancel is confirmed, the status will show the notification. User will be able to confirm
devices that have accept the cancel tasks under the Cancel Tab.

Activity Update firmware M)

Activity status ( User requested cancel on 2020-11-09 18:07.03 )

Activaty 1D 1604915275652 -bbet1ctTa-d%da-4dte- 951 - Oee Tciddcth

Issue date 2020-11-09 174755

Schodule date 2020-11-09 18:00.00

Start date 2020-11-09 18:10:13

Firvsh date 2020-11-09 18:10:1)

Configuratons. Satti |

hetps//s3 amazonaws
Download link P

INSTALLER-2.1.3-56pl

® Swccess () @ Fal(0) @ Cancel (1) @ Progress (0) Pending (0)

MBR-1100-Nov-release 2CC5480190AA

5.7 Miscellaneous

LAN Config Tool
See User Manual for LAN config tool.

@oeis v LAN tool

Q Notifications v Download

s Windows
@ Troubleshoot

E@ License Web

® Cross platform version =

g:: Event feeds v

Access key

Click on Windows to download the LAN config tool for Windows OS.
For Mac and Linux OS, click on Cross platform version to open the config tool via default
browser.

Note: User can only access cross platform LAN tool through IAdeaCare (cannot access by
saving URL).
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Access Key

Overview
After entering the Miscellaneous Tab, click on the Access Key tab to enter the overview.

johnny.chen@iadg

@oeis v Access key

Q Notifications v Delete access key
()t (LI EE N T R

54231f35-16d0-496d-ba2b- 2021-05-24

Active
edad9c4a2175 22:59:00

@i Event feeds v

LAN tool

User will be able to Create, Delete, Activate, Inactive, and Edit the Note for each Access
Key. Each account will be able to create up to 3 access keys.

Create Access Key
1. Click on Create access key to create a new access key.

Create access key X

@ Success!

You can retrieve the secret access key only when you initially create the key pair. If you lose it you must create a new
key pair.

| & Download .csv file ‘ ‘ App setting - ‘

T5*u5*Tb5SU~3e5NTT=5>5t55:~]jB55+5+35t+B~s5Hf ‘

9fd83d78-6175-44ef-bcb3-757c42164094
~~+U*t~n55KkTFhhJbE

2. Once create access key is successful, you will see a confirmation screen like above.

3. User may click on Download .csv file to download a .csv file name [useraccount]-
accesskey.csv that will include the access key and the secret key. Use can save this
for reference.

4. Inthe confirmation screen, the secret key will be encoded with ***** User can click
on the show (eye) icon to display the secret key.

5. Click on close to view your Access Key dashboard.
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6. If there are 3 keys under the current account, the system will show an error

message when trying to create another access key.

Create access key

A Fail

You can have at most 3 set of access keys at a time

Delete Access Key
1. Select the desired access key to delete first and then select Delete access key.

Access key

‘ Create access key ‘ | Delete access key ‘ ‘ Make inactive |

54231f35-16d0-496d-ba2b- 2021-05-24
edad9cdaz175s 22:59:00

9fd83d78-6175-44ef-bch3-
757c42164094

@ e47569d2-3d1e-450e-8d5f-
0fbc622d7756

2. If the access key is still active, the system will require you to inactive the access key
before deletion. You may click on the Inactive Button first, then follow next step and
type ‘Delete’ to confirm deletion of this key. Finish by clicking on Delete access key.

Delete access key X

Are you sure you want to delete key e47569d2-3d1e-450e-8d5f-0fbc622d7756 ?

© Warning

If you delete an access key, any request signed with that request key ID and secret ID will fail.
You cannot reactivate a deleted key.

Access key last used :
Note :

You have to inactive the access key before deletion.

Inactive

Please type 'DELETE' to confirm deletion of this key.
Enter 'DELETE'

1 © Cancel H W Delete access key
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Delete access key X

Are you sure you want to delete key e47569d2-3d1e-450e-8d5f-0fbc622d7756 ?

© Warning
If you delete an access key, any request signed with that request key ID and secret ID will fail.
You cannot reactivate a deleted key.

Access key last used :
Note :

You have to inactive the access key before deletion.

®@ Access key is deactivated.

Please type 'DELETE' to confirm deletion of this key.
‘ DELETH

‘ © Cancel | | W Delete access key |

Delete access key X

Are you sure you want to delete key e47569d2-3d1e-450e-8d5f-0fbc622d7756 7

© Warning
If you delete an access key, any request signed with that request key ID and secret ID will fail.
You cannot reactivate a deleted key.

Access key last used :
Note :

You have to inactive the access key before deletion.

@ Access key is deactivated.

Please type 'DELETE' to confirm deletion of this key.
‘ DELETE

@ Access key is deleted.

Q Close

3. If Access Key is already Inactive, you will only be required to type ‘Delete’ to
confirm.

Delete access key

Are you sure you want to delete key 9fd83d78-6175-44ef-bch3-757c42164094 ?

© Warmning
If you delete an access key, any request signed with that request key ID and secret ID will fail.
You cannot reactivate a deleted key.

Access key last used :
Note :

Please type 'DELETE' to confirm deletion of this key.
Enter 'DELETE'

’ © Cancel H W Delete acc
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Active / Inactive
1. Toinactive a currently active access key, select the desired access key and click
Make inactive.

Access key

| Create access key

54231f35-16d0-496d-bazb- 2021-05-24 .
ctive
edad9c4a2175 22:59:00

| Delete access key | Make inactive

@ 9fd83d78-6175-44ef-bcb3- Acti
Cctive
‘ 757c42164094

2. When making an access key Inactive, the system will show the follow message to
confirm the decision to inactive the access key. The message will show last time the
access key was used and any Notes associated with the access key.

Inactive access key

Are you sure you want to inactive key 9fd83d78-6175-44ef-bcb3-757c42164094 ?

© Warning

You cannot use inactive access key for API calls to IAdeaCare service but you can active it later.

Access key last used :
Note :

‘ © Cancel H B Inactive |

3. To make active an inactive access key, select the desired access key and click Make

active. The access key will turn active without any system message.

Access key

‘ Create access key ‘ ‘ Delete access key ‘ ‘ Make active ‘

54231135-16d0-496d-ba2b- 2021-05-24 Acti
ctive
edad9c4a2175 22:59:00

@ 9fd83d78-6175-44ef-bcb3- Inact
nactive
757c42164094

Note: Each Access Key allows you to edit a Note to differentiate the difference
between multiple access keys. When the Note field shows a check mark, you may
input notes in the input field. When the note is complete, click on the check mark to
indicate that the note is complete. To edit existing note, click on the pencil and
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proceed to edit the note. Click on the check mark to complete your note.

Access key

Create access key
@ 54231f35-16d0-496d-ba2b- 2021-05-24
edad9c4a2175 22:59:00

Delete access key

| Make inactive

Active note

9fd83d78-6175-44ef-bch3-

Inactive v
757c42164094 -

5.8 Enterprise Account

IAdeaCare Enterprise account is designed for corporate to manage their device network in a
multi-user with different user role environment. Enterprise version now includes
administrator, editor, and viewer roles. It allows multiple administrators to easily manage a
large device network. Administrators can design and automate device management with
device groups and policies. Enterprise also enhances security by only allowing authorized
devices to be registered.

Standard account Enterprise account
Single user Multi-users

[ 4 [ 4
- -

Root user

I D
App Manage:\ ®._©0 ®_0
-0- S%a S%a
. / - - -

Administrator(s) Editor(s) Viewer(s)

Device policy/

User policy

Device
group

Device
group

Device
group
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Creating Enterprise Account
Enterprise account application form

Enterprise name

Custom URL @

https://care. I Loniadea.com/

Example: https://care.your-domain.oniadea.com/

Root user (e-mail)

Enterprise domain @

Secondary contact e-mail

L SSO Settings

Directory ID (Tenant ID)

W’re Account application ID

EMAIL l
Account application name

Account application SSO identifier

-
]

Account base64 certificate (attachment)

OR
m - S

Version: 1.3.0-40
l Release:
2021/09/29

rade to enterprise

Click on upgrade to Enterprise User and complete form.

Enterprise Name: The name of your company

Custom URL: This is the URL for your IAdeaCare Enterprise portal.

Root User: The first account able to log in (mail address)

Enterprise domain: The domain name of root user. This is the domain which you can log in
Enterprise portal.

Secondary contact e-mail: The backup contact just in case.

SSO settings (optional)

1 Directory ID (Tenant ID) 8f84824f-b25c-4dd1-8051-b7b21d2125a1
2 Account Application ID 7744089e-9b78-4897-8082-77178df34f13
3 Account Application Name IAdeaCare Private SaaS - Account

4 Account Application SSO Identifier care.iadea.com-account

5 Account Base64 Certificate (attachment)  {{FILE}}

After complete payment, the turnaround time will be 3-5 business days.

Existing personal users will be converted to Enterprise users. When converting personal
account to Enterprise account, existing personal account will be deleted and added to the
enterprise account.

New user has to receive the invitation mail, click the link and use the password in the mail
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to log in. Registration finish!

Expiration mechanism of enterprise account

Before expiration (30 days prior), send e-mail to root account and secondary mail to notify
it's expiring soon. If continue subscribe > Contact sales@iadea.com.
If want to unsubscribe > Click Unsubscribe to inform [Adea support team.

If user no longer use Enterprise account > all users will turn into personal user.
(If SSP, members have to use forget password to set up password again for its personal
user).

Domain Change
IAdea offers a service to allow the user to add/change the domain of your IAdeaCare
enterprise portal.

Login Portal / SSO

Enterprise Users can log in via the Enterprise portal. The log in process will differ
depending on how the account is set up.

For Enterprise login, the system will verify your login domain. The portal will be redirect to
the correct |IAdeaCare login.

www.lAdea.com

When logging in via SSO, user is able to log in without an invitation.
Set the user who log in from SSP to Ungrouped user group and as viewer.
For SSO setup, users will be requested to login using their MS Active Directory account.
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B Microsoft

Pick an account

Johnny Chen
lE Johnny.Chen@IAdea.com
Signed in

+ Use another account

Admin

Overview

Administrator Access will show the Admin Icon on the bottom left hand of the
screen. This will confirm that the current user that is logged in has administrative
privileges.

~
{—) :
T e ¥ User account
Q Notificati « Usergroups:
@ Troubleshoot ¥ Ungrouped users (0)
E@ License ~ * Admin (9)
» Editor (0)
g: Event feeds v ¥ Viewer (0)

@@ Miscellaneous v

nDoooooooolds (v

User role

SCEP

Certificate

Customization

Click on the Admin Icon to Expand Menu.
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rich hsu@1adea.com v
() pevices v User account
Q Notifications v Usergroups: B3 | 8 Newinvite | | @ Bulkivite | | &= Delete user
O morerce | DT | Q... o e Eor— —
» Ungrouped users (8)
= » A o ST
» UG2 (0)
g: s N » UG3 (0) | Rich hsu@1adeas com Admin Accepted
» UGS (0) 1adea.com Admin Accepted
@b Miscellancous
= Tadeacom Editor Accepted
3@ Tadea c Viewer Pending acceptance <4
[] Ercwu@1adea.con Viewer Pending acceptance <4
Viewer Accepted
2 Yadeacom Viewer Pending invite &8
1adeacom Viewer Pending invite 38
@1adea com Viewer Pending invite @

« <« 1 > »

User role

SCEP

Customization

User Account: This allows the Administrator to invite, delete, and delegate user role and
groups to sub-users.
e When All Users is selected; New Invite, Bulk Invite, and Delete User, will be populated

for use.
e All Users are shown with their email, user role, and invitation status.

e Invitation status:
o Pending acceptance — Waiting for user to log back into the system.
o Accepted — User received the invitation and completed log in.
o Pending invite — User signed up by itself and is waiting for administrator to send an invitation.

¢ When the status is Pending Acceptance, the admin will have a button * to send the
acceptance invitation again.
e When the status is Pending Invite, the admin will have a button ® to send the new

invite invitation again.

User Detail
Click on any existing user to view and edit details, or delete user.

# Edit P Reset password & Delete
Identity
First name QA
Last name Admin
Email qa-admin@1adea.com
Job info
Company
Department
User role Admin
User group Admin
Others
Last login 2021-10-06 00:38:53
Creation time 2021-09-28 02:18:52
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Edit User Detail

Identity

First name ‘ Rich ‘
Last name ‘ Hsu ‘
Email rich.hsu@1adea.com

Job info

Company ‘ IAdea ‘
Department ‘ ‘
User role ‘ Admin ~ ‘
User group ‘ Ungrouped users ~ ‘
Others

Last login 2021-09-23 17:23:12

Creation time 2021-08-27 12:08:20

Admin can edit all user information except for email address. The admin can also reset
password and delete the user.

Are you sure you want to change the user setting ?

N T S

Department Developer
User group Ungrouped users uG2
User role Admin Editor

© Cancel || B Save changes

Once edit user is complete, click Next to confirm changes.

New Invite

User account

User groups : B3] | & Newinvite I &0 Bulk invite | ‘ & Delete user ‘

=
All users (7) Q, | Search by user name ...
» Ungrouped users (2)
*» Admin (3) D User email: | User role
» Editor (1)
» Viewer (1) [J Qa-admin@1adea.com Admin
* Rich Group (0) [J  Qa-editor@1adea.com Viewer
¥ Sean u group2 (0)
T D Qa-viewer@ladea.com Viewer
O Michellelin@1adea.com Admin
] Rich.hsu@1adea.com Admin
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Click on New invite to invite a new user.

Invite user x
Identity
First name * | |
Last name * | |
Email * I @1adea.com ¥ ‘
Job info

Company

Department

User role * ‘ ¥

User group *

Messages

| © cancel Invite

Fill out new invite form to complete the process.
e [f email domain is correct, the system will send a mail with temporary password to

user’s email address. The system will also create the user in the User Account list with
invitation status showing ‘Pending acceptance’.
Invited Users will click the link and go to the IAdeaCare website to log in. The invitation

status of User will change to ‘Accepted'.

Bulk Invite
User account

User groups : [ +] ‘ = New mvi1e|‘ | &8 Bulk invite |I &~ Delete user ‘
Allnsersl(g) Q | Search by user name ...
» Ungrouped users (2)
» Admin (3) () user email = | User role
» Editor (1)
¥ Viewer (1) [J Qa-admin@1adea.com Admin
» Rich Group (0) ] ©a-editor@1adeacom Viewer
¥ Sean u group2 (0)
C] Qa-viewer@1ladea.com Viewer
] Michellelin@1adea.com Admin
[7] Richhsu@1adea.com Admin

Copyright©2024 |IAdea Corporation 72



IAdeaCare User Manual

Bulk Invite allows the user to download an Excel template and upload a bulk user list.

Invite multiple users

1. Download csv template (optional)

Download |

2. Edit your csv file

3. Upload your csv file | Choose File | No file chosen

Messages

© Cancel || @ Submit

If the number of editor and administrator exceed the number of user licenses purchased,
the below message will populate.
\

care.stage.iadeaqa.oniadea.com says

You have reached the maximum number of licensed users. If there is

any questions, please contact support@iadea.com

Delete User

User account

User groups : [ +] ‘ = New invite ‘ | &8 Bulk invite ” & Delete user ‘I

(Ml s (77 Q | Search by user name ...
» Ungrouped users (2)
» Admin (3) D UseremaiI: | User role
» Editor (1)
» Viewer (1) J Qa-admin@1adea.com Admin
¥ Rich Group (0) E] Qa-editor@1adea.com Viewer
» Sean u group2 (0)
E] Qa-viewer@1adea.com Viewer
(J Michellelin@1adea.com Admin
] Rich.hsu@1adea.com Admin

Select desired User and select Delete User. The User will be disabled on the server and
will not be able to login.
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User Group
User account
User groups : Group detail
1 12
Group name Admin
¥ Ungrouped users (1)
Device group 1 device groups selected

Automatically assign new device group.

Members
Q| Search by user name/emai L Refresh | | M Columns | ¥ Add
[: Sso-1@iaclea.com.tw Admin Acce

e On the right window, will show the group details and members.
e One user only belongs to one user group.
e There are two pre-defined groups.
I. Ungrouped user — The users whose user group is deleted or removed from
user group. Cannot be deleted.
Il.  Admin — The group which pre-check all device groups and automatically

assign new device group. Can be edited/deleted by Administrators.

New User Group

User account

User groups :

Click on the Add icon to create a new user group. Please confirm that desired group name
is unique.

New user group

Group name *

© Cancel || +Add user group

When complete, click +Add user group to confirm and return back to All User page.

User Group Detail
User account

User groups : Group detail # Edit @ Delete group
All users (2) Group name Admin
» Ungrouped users (1)
* Admin (1) Device group 1 device groups selected

Automatically assign new device group,

Members = Change group
Q, | Search by user name/email  Refresh || MColumns | T Add filters 30 -

Domamiz oo e
[0  sso-1@iacleacom.tw Admin Accepted

When User Group is selected, it will populate the Group Detail information.
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Edit User Group
User account
User groups : Group detail T Delete group
Al s @) Group name ‘ Admin |
» Ungrouped users (1)
Device group ‘ 1 device groups selected ¥ |
Automatically assign new device group.
Members 2 Change group
Q ‘ Search by user name/email | ‘ ‘ & Refresh ‘ ‘ @ Columns ‘ Y Add filters 30 ~
D User email: User role Invitation status
‘ Sso-1@iaclea.com.tw Admin Accepted
« < L > »
e Group name: The group name should be unique.
e Device group: Assign the device group to this user group. The user in group will be able
to view/manage the devices assigned.
o Automatically assign new device group: If selected, the new created device group will
be assigned to the user group automatically.
e Save and Cancel button: These two buttons are for Group detail.
o Delete group: Users will be moved to ungrouped group after delete group.
e Change group: Select the user then click button to move user to another group. (Also,

able to use drag and drop to change group.)

Change user group

Move users from Admin to another user group.

Users under Admin Move to

[+ sso1@iacteacomin
» Ungrouped users (1)
» Admin (1)

OCarcel = Move
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User Role

User account

Certificate

Customization

User role

I [ S

All permissions are enabled

Admin

Editor Able to access devices

WD

Viewer View function only

License -> Admin+Editor : 4 / 20, Viewer : 3 / 50

Users with role <Viewer>

Q, | search by email £ Edit

qa-editor@1adea.com Editor Viewer

Ungrouped users Viewer

qa-viewer@1adea.com

markyang@1adea.com Viewer Viewer

User Role will allow the admin to see which users are enrolled into which role. Admin can
click on the # of users to populate a user list.

In the Users with role list, admin can edit the roles of the user by clicking on the Edit button

# Edit

There are 3 predefined User role:
. ADMINISTRATOR - Able to view/manage ALL user groups/device groups.

II.  EDITOR - Able to view/manage the devices groups ADMINISTRATOR assign.
.  VIEWER - Able to view the devices groups ADMINISTRATOR assign.
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Permissions Table — To access, click on Role permission.

Role permission

— 1 [ - ]
] (]

Batch actions - Basic configuration

Batch actions - Update security password
Batch actions - Update firmware

Batch actions - Update APK

Batch actions - Reboot

Batch actions - Troubleshoot

Batch actions - Clear cache
Create/move/delete/edit/change device group
Create/edit/delete group palicy settings
Device status/info display

Device screenshot

Device - Registration

Device - Reboot

Device - Update firmware

Device - Basic configuration

Device - Network

Device - Security

Device - Troubleshoot

Device - Activities

Device - Alert (Create/edit)

Device - Add license

Device - Change policy

Notification - View alert settings

Notification - Create/edit/delete alert settings
Notification - Acknowledged open alerts
Notification - View reports

Notification - Change report setting

Miscellaneaus - LAN config taol download links
Miscellaneous - View access key

Miscellaneous - Create/download/delete access key
Troubleshoot - View/search troubleshoot tickets
License - View/refresh/search device licenses
License - Add/impert/reallocate license

License - Export device license data

Event feeds - View/search event logs

Event feeds - Export event lags

Event feads - View/search device activities
Administrative settings - Invite/edit/delete user
Administrative settings - Edit group policy
Administrative settings - Create/edit/delete user group

Administrative settings - Create/edit/delete SCEP server

0000000 0000000000 0DONDOIONODOOOO
00 0000000000000 000000 000000000000 ODOO000OBOO0CDO
0000000000000 0000000O0 0000000000 0O0DODOODODODODOOO

Administrative settings - Edit logo/background
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SCEP
Overview
‘[E] Devices

<

SCEP

Q Notifications v ‘ 4+ Add new credential setting |

ARSI st skt s el

= iadeacare-scep-eap-cert- -
P License
E@ AAAA m
o=
e EEEEsE M iadeacare-scep-eap-cert- &
BEB
@@ Miscellaneous v
iadeacare-scep-eap-cert- http://52.240.54.88/certsrv, —
p-eap QU=IAdea Player P/ / 4 QA-SCEP-Server2 m
QAtest mscep
http://10.0.10.234/cert: —
iadeacare-scep-eap-cert-T1 P/ eertstv/m NDES m
scep/
http://10.0.10.206/certsrv/m —
iadeacare-scep-eap-cert-T2 B 4 f NDES2 m
scep/
http://10.0.10.205/certsrv/m -
- iadeacare-scep-eap-cert-T3 scefaj::/ ! / NDES3 m

User account

User role

Add New Credential

Add new credential

Alias iadeacare-scep-eap-cert- ’
Subject
Key size 1024

SCEP server

|
|
|
Profile |
|
|

Usage APP ~
Auto renew 120 | days before expiration

| © Cancel H © Create |

Alias: iadeacare-scep-eap-cert- will be fixed prefix.
Click ‘Create’ to finish and go back to SCEP page.
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Credential Details
Click the Alias hyperlink to view Credential details.
Show the details below with Edit button.

o Credential details # Edit
Alias iadeacare-scep-eap-cert-AAAA
Subject
Key size 1024

SCEP server
Profile
Usage APP

Auto renew 120

Device list 13 Renew SCEP < Add device [ Export

Q | Search device by name or mac ‘ ‘ 2 Refresh devices | A\ Mo license

(J Device name - Device group 5 MAC S Enrollment status 5 Expiry date =

Please wait...

Edit Credential
Click on the Edit button to edit credentials.
All fields are able to be changed except for Alias.

o Credential details # Edit
Alias iadeacare-scep-eap-cert-AAAA
Subject ‘
Key size ‘ 1024

SCEP server ‘ ‘

Profile ‘
Usage ‘ APP
Auto renew ‘ 120 days before expiration
Device list 13 Renew SCEP 4 Add device Export

After changes, Click Save and enter authentication info and enable 802.1xEAP.

Update credential

SCEP alias iadeacare-scep-eap-cert-AAAA
SCEP enrollment settings 802.1x EAP settings
Challenge password * ‘ EAP method s
Domain ‘ ‘
Identity * ‘ v ‘
Device list : 0 device(s) are selected.
Q [ Search device by name or mac ‘ [ £ Refresh devices ‘ A No license
Please wait...

®
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Click Update to complete process and go back to Credential page.

Add Device
To add a device to the SCEP enrolment, click on +Add Device.

nchhsu@ladeacom v

Alias iadeacare-scep-eap-cert-testBySean?
Subject
Key size 1024
SCEP server http.//20.106.131.219/centsrv/mscen/
Profile QA-SCEP-Server2
Usage EAP-ETHERNET
Auto renew 240
Device fist T3 Renew SCEP | 4 Adddevice | B Sxpont
Q | Saarch device e > C Refresh devices

V' sean-1078 Default group 2CC548058DF2 RENEWING 2022-05-10 11:52

Fill in the SCEP Enrollment fields.

SCEP alias ladeacare-scep-eap-cert-testBySean2
SCEP enrollment settings 802.1x EAP settings
Challenge password * EAP method TS
Domain
Identity * >

Device list : 0 devices are selected

Q | Sea fevice by name or ma Z Refresh devices
L) Device name = | Device group 5 MACS Credential in use 5 l Expiry date 5
Rich WRP-1000H Rich test group 2C:C5:48.058F.27
KHS-1078-Er G23 2CC5:48:04:8BF 8E
« ¢ 1 >» =»
O Gancel | =1

Select desired devices from device list and fill the information below.
o Challenge Password: The password for SCEP server enrolment.

o Identity: Select MAC or Device ID.

Click Enroll to confirm and go back to the Credential detail page.
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Renew
When desired device is selected, the option to Renew SCEP will populate.

Alias iadeacare-scep-eap-cert-testBySean2
Subject

Key size 1024

SCEP server hitp://20.106.131 219/censrv/mscen/
Profile QA-SCEP-Server2

Usage EAP-ETHERNET

Auto renew 240

QU saiich device by s . © Refresh devices

W sean 8 Default group 2CC548058DF2 RENEWING 2022-05-10 11:52

Confirmation for SCEP renewal will populate.

Renew device

Are you sure to renew the scep for 1 device(s)?

Renew request for 1 device(s) has sent

‘ © Close

Export

Click on Export B ®®°" to export the SCEP credentials information to a .csv file.

Delete Credential

SCEP

| + Add new credential setting |

iadeacare-scep-eap-cert- &

AAAA

iadeacare-scep-eap-cert- &

BEB

iadeacare-scep-eap-cert- http://52.240.54.88/certsr —
p-eap OU=lAdea Player P/ . QA-SCEP-Server2 m

QAtest v/mscep

iadeacare-scep-eap-cert- http://10.0.10.234/cert -
p-eap-ce P/ fcertsry NDES B

T1 /mscep/

To delete the Credential, click on the icon to delete. When deleting the credential
through IAdeaCare, this will only delete the credential from the server and not from the
device. The device will need to be factory reset to clear all settings.

Remove credential

The credential iadeacare-scep-eap-cert-BBB will not be removed from device but only from IAdeaCare. Are you sure to process the deletion ?

© Cancel || T Delete
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Certificate

User account

User role

Customization

To add a certificate, click + Add certificate 2 ‘Select’ the certificate you want to upload 2>
click ‘+ Add’

Certificate

4+ Add certificate

Add certificate

Select a certificate to upload. | Select &

Certificate information :

Name ‘ Sample_certificate.crt

Size 3150

o e [

Users may also search the certificate by typing the certificate name on the search field.
Certificate

£ Refresh ‘ QI Search by certificate name ... ‘I
EHES

. C3:96 .

Certificate -Test by Eric 2024-05-13 m
5FA0

S5Fd3: -

CybertrustGlobalRoot.crt.pem 2021-12-15 ]
346

. 59:B2 —

DigiCertAssuredIDTLSCA crt[1].pem 2030-02-09 (]

6:2B
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Customization
Enterprise allows the user to customize the IAdeaCare login page with branding and
background. The logo branding on the top left-hand corner can also be customized.

User account

User role

Certificate

sso-1@iaclea.com.tw ¥

() evces v Customization

Q Notifications  ~ 1. Logo - Dark color B (maximum file size: 0.5 M8) 2. Logo - Light color B (maximum file size: 0.5 M8
O Troubleshoot

E@ License

g:: Event feeds v

Miscellaneous v

3. Background image B§ (maximum file size: 4 ME)

User account

User role

Click the ‘Choose file’ B to upload logo and background image.
Logo maximum file size: 500 KB. Supported format: .svg and .png

Background maximum file size: 4 MB. Supported format: .jpg and .png
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(@ oeis v Customization

Version 1.3.0-41
Release: 2021/10/04

X Logo (png | sv
@ Settings o Logo(png|svg)
Dark foreground ' Choose File | No file chosen
@ Troubleshoot For use on login page
@ Llicense
Policy Tab
_ Policy
All devices Policy list ~ @Add CRefresh  Policy settings # Edit @ Remove policy
Registration Search pelicy .. | Q | Policy name Configuration-Test by Eric
b ocert1l1 Policy type Configuration
[;l Notifications v b cert222
N Certificate Test by Seling
@ oubiesboct Eric Appstart  Timezone  Daily reboot
= » i
@ License - Cert (Nico) -
» Accenture_Certificate, | Apply to
o X .
A= Event feeds B v Configuration Test by Fric {1/ 3) not synced
N luke appstart
@@ Miscellaneous v policy
¥ luke appstart2

Policy allows for search by policy name.
Quick Link to the applied Device Group is available for navigation.
Quick Link and status of device not yet synced to policy is available for navigation.
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Edit policy X

Policy name | Configuration-Test by Eric ‘
Policy type Configuration =
Configurations | 3 configuration(s) selected ~ ‘

Appstart X  Timezone X  Daily reboot X

Apply to | Search device group ... ‘ Q ‘ =

~ Home (17 /32)
DvDefau\t group (10/16)
[:]'Chrome Update Test (0/0)
(Jranraoso)

~at(o/so)
Ova2(0/0)
J~az(o/0)
[(Jwcole(oso)
[Jviluke(1/4)
[J*nico(0/0)
[J~TESTTTT(0/0)
[J=rich(1/2)
[J~Rich - Layer 1(0/0)
J=s=(0/0)
[Jvseant(0/0)1
[aanrniny0

Search bar is available for searching by group name when editing existing policy.

App Management policy (Exclusive to enterprise account)

From Device > Policy, you can choose Application policy to manage applications.
Create policy

|

Policy name
Policy type Application ~
Select your default app None ~
App details : 4+ Add more app
App:1/1 X
Name *
APK link *
AppStart settings
# Package name *
4 Class name

# Action

Version code

Version name

Checksum
Checksum algorithm MD5
Allow downgrade YES @ NO

Click on +Add more app to add a new app add-on

Create policy

Policy name
Policy type AppManagement ¥
App:1/1 x
APK link *
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APK link: URL where the apk is located.

Package name: Package name of the apk.

Class Name: Class name of the apk.

Action: Action of the apk.

Version code: Version code of the apk.

Version number: Version number of the apk.

Checksum: The MD5 Checksum of the apk.

Allow downgrade: Allow/ Not allow downgrade to a lower version.

Select your default app: Choose the app for devices to launch automatically.

Create policy X

Policy name
Policy type Application ~
I Select your default app None - I

App details : + Add more app
r

Certificate Management policy (Exclusive to enterprise account)

Create policy x

Policy name ‘ ‘

Palicy type -
Apply to Configuration
~ Home (11) Security
()~ Default group (2) Firmware update
=P
(="
(=15
[~}
—.

Create policy

Policy name ertificate policy ‘
Policy type [ Certificate ~ ‘
Policy certificates Q ‘ Search by certificate name .

T e L S T S

1B:74:6D:85:F1:45:D4:28:42:E1:67:A5:
Installed gL 2rl 2039-01-29
C8:3C:51:E6:4E:C9:04:4A

~ Add

Certificate manager ‘ [ Manage certificates ‘ Q ‘ Search by certificate name ...

—_

65:66:BE:4B:A7:E8:B4:17:B8:5E:60:5D:
0, 2033-06-12
F7:1C:4F:A3:48:D7:96:EE

1B:74:6D:85:F1:45:D4:28:42:E1:67:A5:
gu 2rl 2039-01-29
C8:3C:51:E6:4E:C9:04:4A
1B:74:6D:85:F1:45:D4:28:42:E1:67:A5:
gL 2r2 2039-01-29
C8:3C:51:E6:4E:C9:04:4A
<« 1 »
Apply to LB
~ Home (11)

~ Default group (4)
&2 XDS-1078 A12 IAdeaCare 1.1.127 APK
& WRP-1000 A 3.3.6-130
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e Certificate option is now available when creating policy

e To apply new certificate to device group

1. Give policy a name

2. Select the certificate from the certificate manager. For certificate to be used in
policy, it must be added to certificate manager by admin user

b. If a certificate is being used in a policy but got removed from the certificate
manager, the certificate will become an unmanageable certificate which will be
hidden from policy certificate after a new change applied to this policy

3. Click Add to add certificate to the policy

a. For each certificate user can click on installed under status to change certificate
status to revoke

b. A revoked certificate will be disappeared from the policy certificates after user
confirm the change by hitting Apply button

4. Choose the device group to apply the certificate

5. Click Apply to create the policy
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